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NEFEBHEEEABR/EAZEIOS LEMN T EEE, HPEHECERERE
BARBAESEIBEET I iPhone. iPad £ iPod touch KIFBEIER, tHeHBAT
i0S #£BIMARMEMEENZ2MEDRE. HEEERERESHAN, URBE
AT FAMEAT A,

WA TR I0S T EMEEHM, AILUGBIERIERBITHBRR, AEAERMUEE
85, TABENEIOS £BR, AUSETIILENRIEN

&, OS HBAZBRBRERRERMTRAEZE, £ 58, LHRE0S
S BN, LR EE Microsoft Exchange. Wi-Fi. VPN SiEMIEEREERSHNHE
[ 578

T2, 0S WA ML 2t FREXRBEALREETEEL, CIHEERTINE
RHEMBBAMME IR, UEBHRBPNAF SN EFMEERYE, LEREEPHEN
FIEERETERNE., FHBERNERNTUE—S THIOS WEEREMEIE,
REREE, i0S XEBEAENTRERM, URREEERRZRERE OSHE., KERE
TERE, WEARKRETEREE, XEG82THEEESE (MDM) WEN.

B App. TEABENE app HABTMARNEHLRE, [0S bEMBASHE]
(i0S Developer Enterprise Program) gE 428 1948 481 5 A 3B Al B RUEEEERE app.
BAARERDS, FABERNASHEEHRIEAMEER app.

T OISR A T BA SN B T AR BT B T SR AGR A4

Wi-Fi EfRHE. sFA510 i0S EM Wi-Fi 22, BUIRRBIKE Wi-Fi BEEEEN
Z8,

PRI, AN BERE 0S £ERF, ALEAMLREIFERSEHZ M. FHEH
A ENER,
LESFTRZEANRER App. HAFEREHA DRIERMAAIER App WARRAIE
BEER,

H &R
MERBREAEN, F2H THHEL
www.apple.com/ipad/business/it
www.apple.com/iphone/business/it

www.apple.com/education/it
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i0S #BAXERBERRBIRHE T REXIE,

Hpgs:

* Microsoft Exchange &% B #9151 M 2468

- EREERRENIG. B, TEEREMGRANES

o B RV B 0 R A VAR ZE Wi-Fi 1 E

« ERFLAME (VPN), B% app BH&RH VPN

* A7E app BAREEE R NEILRERFNE B AR

© RECAFLREBAZZNELEE

MR IOS ERE LM ENRE, ENITHMRAZTETHLERELR, NIEREN
EMREEES 0S #E, FEBEITHE E—F7HI0S TENRINEESNER
EEE.

Microsoft Exchange

i0OS A BA3E#® Microsoft Exchange ActiveSync (EAS) B $ZE2 Microsoft Exchange
Server (T, AEEEFEHMH. TEE. BASMEMIIE, Exchange
ActiveSync L BfEAFERME T FIREFBAIIFK (GAL) KL, W AHEESRMETH
TEISHR AR RERINEE, i0S B Exchange ActiveSync Rl R 7 EARRRES
B,

MR ERY N T B AT EFEE A Exchange ActiveSync, BIE B8 i0S FTE AR,
FREETHMERE.

ERIEM

i0S 7 AL LA B X B T SJIMRAH Microsoft Exchange :
- Exchange Server 2003 SP 2 (EAS 2.5)

- Exchange Server 2007 (£ EAS 2.5)

- Exchange Server 2007 SP 1 (EAS 12.1)

- Exchange Server 2007 SP 2 (EAS 12.1)

- Exchange Server 2007 SP 3 (EAS 12.1)

- Exchange Server 2010 (EAS 14.0)

- Exchange Server 2010 SP 1 (EAS 14.1)

« Exchange Server 2010 SP 2 ({8 EAS 14.1)

+ Exchange Server 2013 (£ EAS 14.1)

« Office 365 (£ EAS 14.1)

Microsoft Direct Push

RABHTEREMES Wi-Fi EREES A, Exchange Server i BEHSE 78844, T1E.
BB AT ESMHERT I0S £ 8. iPod touch ME L5 iPad #E REHTEIR
BRIEBARAE T, REETEEEER Wi-Fi AR ZUGEREBA,

BB AR 4
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Microsoft Exchange Autodiscovery

i0S % & Microsoft Exchange Server 2007 1 Microsoft Exchange Server 2010 9
Autodiscover fR#%. EEFEIRELER, Autodiscover EEARNE FEB it F
RIS HRE IEFERY Exchange Server Eiflo

FZEMRA Autodiscover RV E., EH2HEHERRERK.

Microsoft Exchange 215 B/EE

i0S £ BE B A TN Exchange Server (¥ H R HEEEE . BN EHEE B
REF | BEABSE TRASTFHAULE, RBHSEBEEBSERIGETRIE
Bo i0S 6 S EIRAZ IR GAL B (%4EH Exchange Server 2010 SP 1 5L LR AR),

T3 #EH Exchange ActiveSync T8¢

i0S R X #E T %l Exchange Th&E :

* FTBIE T B4 f1E1E SharePoint {alfRES £ AT HFE A
* RENMEBEERES

#%1B Exchange # 3l i0S fRA&

& i0S $£BEZ Exchange Server i, EEBEREH i0S A&, MRAHREEERAE
SRIZEFR [FERAENRERRN ] HER, FRREL Apple-iPhone2C1/705.018.
DR (/) 2ZENEEHE i0S MMURERSE, 8—i i0S HEHEEEAEE.

EEEEE FRBHORESR, FRE [3E] (Settings) > [—# | (General) > [ER
ZRHk | (About)o BHEFBIRARIRFMBORLRIR, 041 (8BNTA). ESHFHHEFEN
ORGSR, HABlE B EESTHRR.

BHURMRSE &4 Exchange Server By, E&# NANNNA #xX (H+ N BEUE, A
BFFF ) BHE NNNNNN B Exchange . BESHRE, BFXISWEBRK
HEFERTIWUERE, fla, [Fl SWEERK [06] , BAEAFERPHERE
FE, WBFE, FFHIESHTURE Exchange K=,

TEMERGIR, MUXHRSE 7E18 EEEIRMR 705.018,

E—EHF7MER (7] . FRERFERPNEAETE, FUSEBRR [05] .
a5 () EREAERBATERRAS. T—EHF 18 AIHSHZTIIEAR [018]

MREMORRIRAFBAER, W SHNA, RES W EAETER, BEFINBESR
MinzlFad (U 3 EZ2R). Eit SH11A E2 5 508.01100001,

&R LAE A Exchange BRI DIBEIIEIRIERR i0S RENAR. BHRNDESREER
BRIFEERMREEN, REERT2BERYEEZERBERRE. BRNBEDRS
BERREBMIMZZE (£ 256 fi7T AES i0%), WEIFS N EEAIEEREERE,

MR EZ Microsoft Exchange Server 2007 BB EARZR, &AL A Exchange
Management Console. Outlook Web Access 5§ Exchange ActiveSync Mobile
Administration Web Tool ZR¥1{TiRimERR. WR=Z Microsoft Exchange Server
2003, &ATLAEA Exchange ActiveSync Mobile Administration Web Tool 3REkEhi=

iR

FERETLAIE [RE ] (Settings) > [—# | (General) > [E& | (Reset), AEEE
[EBRFIEARBMRE] (Erase All Content and Settings), FEREECHES, #
B A UREAERARBRBEIEEXBEB BB,

B AR 5


http://technet.microsoft.com/zh-tw/library/bb124251.aspx
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HBEZRER RS

FEHSTE IMAP BMHEME. LDAP BE#ERHE. CalDAV TEH CardDAV B4R &R
BAHE, 0S £FTHEAANAHBRENRBIENRES, NRENFRBHERR
ERBREMEZFESSL, 0S RET ILZE2BAHBRENATETHN. 172
fE. TIFEEEREMMITIEE, EB SSL, i0S & 128 fu B UK AT EREFEEF
DNEARAY X.509 RIBRE.

FEHEAPIES, 0S KEGHE IMAP B SMTP B RRSFEL HEER, UEBES

EEEATIMN LDAPV3 AT B8, BEABEA (B4 . [HEEHR] A (A2
EARNENQTBEEN. SEEMN CalDAV ARERN, FAENERESS
NEVEESTEEHE. BEWTEEES, WHE [{RREE ] app LI,

CardDAV ZREEMF A UL vCard 4 —HELE W CardDAV fAIAREEE S ME K E
o FIEMREMAARSEE T LML DMZ FRBAR A FM A ER, HERUAME R,

Wi-Fi
i0S HETEMB 2 RNA 22BN A RHE Wi-Fi §1i8, EREERTERREK
L EB AT AR R R R 10 h0 A FT PR AV SR AR A RR

A Wi-Fi

EAE AR ER i0S £EBBMA R AR Wi-Fi #5%, i0S £ESREEEEIERE
ABARREMNREMENA Wi-Fi 8% (BB Wi-Fi RES 84 £ app), THE
5HMARURIE RS TR, MIEFEE B RHER Wi-Fi ER L 7E app £ Wi-Fi 8%
REX R,

WPA2 224

i0S X8 WPA2 EEREHSERBENESLERBARE, BEEMETLRIOS
RETDBRNRERAK. WPA2 REM 128 {1t AES M2 (RBRBANERRN
m#EGE), IAERERMESERNRE, BREMNVESESIRE,

i0S % 802.1X, HILAIEEZE K& RADIUS REIRIEF, i0S EXER 802.1X AR
R AN EIE EAP-TLS. EAP-TTLS. EAP-FAST. PEAPvO. PEAPv1 X LEAP,

B AR 6
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b3

EEE AR ME Wi-Fi 5% 8%, i0S 18 80211k # 802.11r, 8021k EFRIARE
Wi-Fi B B3R, )OS £EELEZEEM A 2EYR, ™ 8021r JUEEEY)
#E AL 802.1X FRHIBRE,

ETWEMRENDBE, ATUFEARERIMER MDM REEEEER. T2,
RIBRIREMAERE.

&35 AR

iOS BBEMTZLZFENERZEERSAMR (VPN) BAME, BEAEL2MERE
NEEARE, i0S —BIFEEIA % & Cisco IPSec. L2TP over IPSec E& PPTP, f1R&E
WA RELRE, JEER IOS £EBEEEEM VPN, EFHETHMARETE
=HAE 1 R app.

BE4h, i0S b H R VPN FERIHY SSL VPN, % REH# App Store THHEL
ATIBEE VPN SN app, FATSABIAIEZE., M i0S FrziBME M VPN BHRIGE
—#8, SSLVPN tha]LAfE4EE FFERE, B BRERMESR MDM REE.

i0S % IPve. RIEMREM D BBEBESEREENFM, BEAETEEL MK
BB ZAR(LR VPN BIE, MH iOS AJMERAZBREL N, BEEE. ¥HEE Token
MENEE. BTEHEERARARREBEMNER, i0S & [FEREAVPN] , UE
EEERRA VPN TR B REES EMSE.

£i0S 718, AILGREMBIN app A8 VPN EE, #EB EHEHM app BT &,
ERTUBRRATDERKREER VPN ERERX, MEMER (MBI App Store
THEMFA app) BIE. FMEABSEAREZEN [App BHRM VPN —Hi,

TENBAGECERZSRN

SSLVPN., ZEMAEE. EEZ= Token ERFWFEAERE.

Cisco IPSec, iEFARBHEERE Token NFEABERE, UREARZHRBEEHE
HIHEES R,

L2TP over IPSec. ZiEFH MS-CHAP v2 ZISEI R = Token MFEAERE, URE
AR EFRIEES AR,

PPTP., i#EfEF MS-CHAP v2 ZIFEE# E & Token I &R,

SSLVPN A Fi

%R SSLVPN IEER B RET app, BEBBIEAERTE i0S HEREHR RiE

BEA, BERTERECARENBALR, FREMEN app, ST LURBRM

BEMXERTENREMMAE, SSLVPN RS REIE :

* Juniper Junos Pulse SSL VPN, iOS % # Juniper Networks SA Series SSL VPN
Gateway (11T 6.4 Wr=i A _EARZR) E2 Juniper Networks IVE B 7.0 S LR,
MERTE, F# App Store TEZFE Junos Pulse app.

B EMFES M Juniper Networks application note.

B AR 7


http://www.juniper.net/us/en/products-services/software/junos-platform/junos-pulse/#overview
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F5 SSL VPN, iOS %1% F5 BIG-IP Edge Gateway. Access Policy Manager #
FirePass SSL VPN R F . WERE, Bt App Store THiZ % F5 BIG-IP Edge
Client appo

FLEMBESH F5 BN X4 : Secure iPhone Access to Corporate Web
Applications,

Aruba Networks SSL VPN, iOS & Aruba Networks Mobility Controller. 21ZEs%
7E, At App Store TEZE Aruba Networks VIA app.

HEEAEE 4R B A2 B Aruba Networks #8u,

SonicWALL SSL VPN, iOS 3z#& 10.5.4 =k B _EWRAHEY SonicWALL Aventall E-Class
Secure Remote Access FEFITE=. 5.5 BEA LARZAH SonicWALL SRA FE AR FH,
17 SonicOS 5.8.1.0 B L EARASHY SonicWALL Next-Generation Firewall FE 2=,
BE TZ. NSA Hl E-Class NSA, MNZERE, #&H# App Store TEZHE SonicWALL
Mobile Connect app.

HEEAE R E N ESHE SonicWALL Hif,
Check Point Mobile SSL VPN, i0S XE& &% Layer-3 VPN #BE M Check Point

So rEs

Security Gateway, MERE, B App Store TEZ % Check Point Mobile app.

OpenVPN SSL VPN, iOS 3# OpenVPN Access Server. Private Tunnel 1 OpenVPN

o)

Community, MERE, B# App Store TEZ % OpenVPN Connect app.

Palo Alto Networks GlobalProtect SSLVPN, iOS %1% Palo Alto Networks #J
GlobalProtect 3888, MERE, & App Store TEZEE GlobalProtect for iOS app.

Cisco AnyConnect SSL VPN, i0S XEZITEREIMARIE 8.0(3).1 KA _LRAM Cisco
Adaptive Security Appliance (ASA). MNERTE, FEH# App Store TEZ % Cisco
AnyConnect app»

VPN =REZR|

Cisco IPSec =& E %8|

EEAELERREESRR Cisco VPN fAARES, RH IOS HEHEEM. i0S ZEU
72.x BRBEER LA _ERRASERERY Cisco ASA 5500 Security Appliances 1 PIX Firewallso
EEFARIAVEEE (8.0.x B LA EMRA), i0S th3x#E Cisco 10S VPN E&HESER 10S
12.4(15)T LA EHRAS, VPN 3000 Series Concentrators 3 #8 iOS VPN Ih&E,

RERE MRS

EWAILUEE— & VPN RERARBUFAEREEH. BERETE - RERARBUAR
FEES, FEE [F] RE, LR, ERREEE WERER), sEAK
BERAMERA PAC 3 WPAD WEBIRIBRRBRERME, FEE (8] RE. #Y
PAC, #E1EE PAC #E19 URL, &% WPAD, iOS &l DHCP 1 DNS HRIEE R E.

B AR 8


http://www.f5.com/pdf/white-papers/secure-iphone-access-tb.pdf
http://www.arubanetworks.com/support-services/
http://www.sonicwall.com
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AEAR
i0S XETHRBAN :

© ERABEEHZNZE IPSec RAEM LEAEFRFE (BER xauth),
* IPSec RFEK A Fim B (A RERR 7R 0 L BB M A ETLE (B8 xauth),

* RARE, HbARSESEAEE, MAFRREELHZNZEITET IPSec B&H,
FEABEREFTEEB xauth,

© EAEREREB xauth 124t, TEETHRESR !

- AL BHERE

— RSA SecurlD

- CRYPTOCard
AEEAE

Cisco Unity Bl EFERAZRETA, KE-—ABRANIRS2HNEMSBREERE
D, BEZE HIOS EAEREY —ERFRE. HHBEEHENRRNESTE,
HASBLOAEARANAZEER AAHEER) BAFARRELEE L THRE.

EEARERER TSEALAENRR, EREHEASREERRPHRULRE,
Cisco AARZFHRE R ARG BEET VR ERERERE,

RSA-Sig #£ ISAKMP B LB 5% L EEAREHNELIRT.

BE
EREMLRBER, FRETHIERE:

AR B B D BEEEEE R B (SubjectAltName) Bz, XBEERREN
DNS &HBH () IP fuit. HESFEAMEMRBIBIBENZAMRE. HTREEKX
B, ERLMEREBRAETRIEE SubjectAltName, LA ERINEE, i
vpn.*.mycompany.com., #KIEZE SubjectAltName, 8 DNS ZRBRLUIKE—R BB
Wz,

HEARBBIZ CANEBLAREERE L, NMREFRREER, BRESTHE
WRIGERB UESTRE. ELFERAFRES, BRESEE2 CARE (BERF
HINRE) EREE VPN AR L. EEARRRRE, BRECREMARSEMKIER
B R R R AR B R A A B AR

BENRERELAEN B, HREH), THEHARBEIREE, SEEH
2725

B AR 9
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IPSec &RE
BEEATS IPSec :RE -

- R, BEERX

© IKERXBEX, BAHREZZREESRBER [BREX] , IEFAREA [EE
= Wl N

« MNZEEEE. 3DES. AES-128. AES-256,
REBEEE. HMAC-MD5. HMAC-SHA1,

- Diffie-Hellman &4, FEARERBAESAETES Group 2, EBBIERH, &
£ Group 2 ¥t 3DES F AES-128, &M Group 2 =k 5 #Ht AES-256,

* PFS (Perfect Forward Secrecy). &# IKE BEE 2, @R PFS, Bl Diffie-
Hellman B¥4E 4 7E8E IKE PEER 1 5 AMEAEER.

- ERBE, BEBA,

. %4157 (DPD). BB,

- BEERANER, SXEAARA (F%E IPSec over TCP),

- BEYHE, SXEATKA.

- BB WEHZR, BATXE. ERCEARSE INERSBRERERE /N,

© ASA IHHESE, MEMAERENMUUERESIARERE, HERA 255.255.255.255,
f5lgn - asa(config-webvpn)# ip local pool vpn_users 10.0.0.1-10.0.0.254 &=
255.255.255.255,

ELEREZZRNMIES, TS 2K — L VPN REMBRRNET. BERRIE
¥, FRECHESHRSRESHIELVENRKE, YR FARCITHEN I HEE.

HittxZ R Th&E

* ERRRARE. APHBBRASERRARSE, KEXEVRRA AT ARSEE
ZHIEBER,

xZEEPWE%?O
* DEEE. XEDER
* 2% DNS, X#27 & DNS,
© EREE. XERREE.

BRI 10
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BEZED A VPN
[BEZEDA VPN 53 i0S BEBEV Z2EE, BEEEAFEAERE. i0S 2RI15:R

ERIEEMERNAL, EREEREEKE VPN EL,

£i0S71#8, [HEZEEVA VPN] MREREBREHMER VPN AFHERIEN

OnDemandRules {8, RAIMNERD ARMERE

© ERRERIMEER. HIEBREEAMNRR, REELEENTEERESRER, ARER
VPN Z%E{RH4HIIR A,

c BETEEE. HERZEEAMNER, RERBERREREZFSEER, AR
EE VPN HEEM4RIIR A,

B, HFAITT AR

*© B I0S HEREZIAIMAR, THEEMEA VPN,

AR I0S HEIEEEBIARAM Wi-Fi 4818, FrERBEBESEARRA VPN,
* E DNS SEEHUS ERMVISEMF TR, LA VPN,

AR RIS R

ERENTEMENERE, HlMi0S REHA T REIH Wi-Fi #35%, e Wi-Fi i
FATBIAERE RS, 10S BiETE [REEEENA VPN] AL, MRFENERERNE (W0
VPN ), BI&7Z8 [REZRA VPN REI,

B4 (FH) BNLLHRAXNETENE, TEHTHEEE  WREET-IRRL
T, FMEEHRBESIFNT —EFEE, HE OnDemandRules I H) FH &3 Z
BEHER L.

BE—(EFHEZETE [HR] RE, ORRREEMLERR, MRE 8] .
EEEREANRTARTE ZARALER,

BERTERE R

EAETURBEMIERENERKER, EFERME VPN, MFRIBBEREN

T P BT R E E VPN,

BERED AL R A

BIEE—SSETHILLEIRA

* InterfaceTypeMatch, EM. Wi-Fi TBRENFH, ETENEERBNEEN
B|A, ARSLRAL

+ SSIDMatch, ZEM. £2HAIARERMELE R SSID fE%, MnRMBEET 2 Wi-Fi #8988, HE
SSID RHIMIEFIRE, BIRFEUHRA, FEZRE SSID, BRAMIEEREES]

+ DNSDomainMatch. #f, BESREFHENES], RBAEZZHBARTN DNS
ESHEgEsRILESE, FSIRA, SEERAEE (%), flu
*example.com Bl % anything.example.com.

* DNSServerAddressMatch. ., DNS fAfReS it FHERIMES, MREFBNMEE A
FTE ERIFTE DNS fAARES ML ERTERE SR, BIFFSRAl, XEBEBRFT (%),
M 1.2.3* IEMEMATERSA 1.2.3. #9 DNS AAREE,

* URLStringProbe. #f, HRABERMENFEMRS. FxE#E, URL BIERIEE
B9 HTTPS fRIfRES. HEBSEX GET ER, MURIBRARBETUERE.

BRI »
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Z;};E}EEE’th%ﬁ%ﬁﬂﬂﬁ’ﬂ?ﬂﬁ‘é"ﬁéﬂ% R ETES VPN TR, WREAME,
[EhfE | BEMNSHUT :

+ Connect, £ —REREEMIRR, B|IRHFRLE VPN ELR,

+ Disconnect, #1t VPN E4, BEFERZZRMEEMIER.

« Ignore, #EFTERREM VPN B, BEREREERMBTAHER.

* Allow. #H¥$%5 i0S 6 L LA I0S HE, F2HALHEREH [BEINE T
=Ml

+ EvaluateConnection, TE&XERELHEFT( ActionParameter, Ltk S 88,
MEFEHE ActionParameter (0T Firilt) SR48 E &R AL,

ActionParameter
BETHRENTHES, FAFSREBHRNLRIEF. SEE [8E] B
EvaluateConnection B .

* Domains, #®, AREEFZBNENABNFEED. EBHANER,

m * example.como

* DomainAction, #ZE, RIEFFHRER VPN 1748, DomainAction BENSHELR :
- ConnectlfNeeded., 205 DNS #1Zif#4TREL, 40 DNS R ARES R RESEMAT R
£, o DNS BfEHEN, RBESLKFERE, BIERKE VPN,
- NeverConnect, %135 L4815~ ZRE) VPN,

& DomainAction & ConnectlfNeeded B, &t o] LAfE B FHIEIEE T HIRE :

* RequiredDNSServers. ZEF. RN DNS [RAREEN IP fritfEd], SLf
[REFEECSELBAANMAKETEE. MREEHRIEL DNS [ARSE, RE/K
) VPN, E8E—1{BRE DNS MRS RS EAISMIE DNS A AR ES.

* RequiredURLStringProbe. 2. 8 A/ HTTP = HTTPS &M M) URL, &
SRIBS(E A GET EsR, MR IAEIAREEHY DNS BATSRERE, Hillth—E&mIh. &
KB, ENEZRRE VPN,

BRI 12
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BRE T AT

1£i0S 7 ZAl, PEEER AR EREB %A OnDemandMatchDomainAlways.
OnDemandMatchDomainOnRetry 1 OnDemandMatchDomainNever #4815 51,
i0S 7 33X 48 OnRetry B2 Never W1&R, BEB{E@AEEA EvaluateConnection B4,

EEEY—EREFAR I0S 7 B2 AIRAMEIMAE, FREEAN
EvaluateConnection ${&# OnDemandMatchDomain f&%l, Bl
EvaluateConnection FEhR iOS B REMESI, M iOS 7 MU ERABIEFEA

EvaluateConnection,

BE Allow BMERMEMGREM MBS AT LE i0S 7 BEM, 8
OnDemandMatchDomainsAlways #833iBr 5k,

App FE## VPN

i0S 7 #ri8 T R @R app 22 VPN EARHITHAE, R LASHHEE VPN WERETERMA
giEdl, EFREXREHAAN VPN ERE, MEERERRERM, HRIBEEMMK
B, SEAEFRRALACARALER, [App BHRK VPNI TR REER

i) app RHZZMEEER, R XEEELARBETENERL,

[App BARK VPN] BEEZTEREERE (MDM) HNEE app ERZ 2 REHEERAR
PRI, WAELFRIREE FHMIEEEM app FAEARK. L, TER app TUE
EFAREN VPN E4, LUE—SREER, Hla0, $HERE app o SAFE AEETIR
M app EETENEEFL, MEAERTIAERERAEAIAM Internet, B8
£ app BRREREMN IR LUEFAAN BRI EBHRESNE R 5 B R,

B(EA [App BREIVPN] , app HEEB MDM B2, ItE AERER i0S 4955 AP,
[App B&H VPN 2FEB MDM RERRRE, BRPIEE T WL app F Safari §8
R LAEAEHRE. FZEMN MDM HWEMFESHE [F3E  REHEE

BE—&A (550)

T i0S7 %, app ALUFALZABRENZER Kerberos ME—FAE#R K, E—F
ARERFHAEMA—RZE, TUHFEEAENERE, BT URRBBERETE
FEREGSIER, BHRSSAMEH app WE2M%,

i0S 7 £ FAHY Kerberos RBRABEERRE, UREZMBEERANE —ZAK
fit. FMERIEH Active Directory. eDirectory 5 OpenDirectory, REIEEC & BT
i0S 7 £ K Kerberos Z#t. i0S HEBEZERABBHFMRERIRELALE Kerberos ARTE,
LERBFERE.

BRI 1
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XEMN app

iOS 85 A NSURLConnection =% NSURLSession 85I 2R &2 48 8% E 4R E2:7

app 124t Kerberos B—%& A (SSO) KM B, Apple BFIEFRERME SRS
B, BN app TUEBETHRKRES, Apple iR Safari BEH, 1B
FREFRXBRER SSO #@ik,

Bl
LSk

kA0

RE SSO

E-BANKREZFARTEHIE, MREFIETSURENAFHZERES MDM
B, SSOMRSEMEBERTTLBMRE. SSO T UBMAHE app £H, KB
app @A, AR¥S URL S[EBEHKISEME T AR S,

Lb¥f URL BF, 2FEAEMRAELLYE, B URL %A http/ = https:// BRI,
LERENRTEMN URL, FTLEHETE URL B2 —#k. MR, https//
www.example.com/ #J URLPrefixMatches fERE 1 https://www.example.com:443/ &~
F. EWAUBZER—MH HTTP BRIFIEE http:// = https:// FRERE SSO HIEMA. B
m, fE/ https:// B9 URLPrefixMatches & SSO 1Rk RBEAMAZ 2 M HTTPS AR
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AL REBREESFTREN, BUEREAZELAEST MDM 7 GEERE Wi-Fi §
o EEFAERR MDM, HBEESHZBEHA MDM fAAR:E.

E

HEZR®, DRTHEEEEARBBRETRTHERARA, ARSBSEER
WHESEEL, HEEEEFSEAERFNERTADRE.
REMMETUREE. MREHEE URRMASESHARE) ERERRIAEGR
BENERETREARIFEENEAERRE S EERCNARERE. NREM
EBUHTE MDM BEREE, FTIEEB MDM ZREIREHRS B,

MR 5%

THEREEEVUEBRCAMENEREREHFEEMIRS, B fIRELF,
1% MDM ER R HEEARRRNESERTE, REARERNTUELEAERE
B8, By, URHRREZEANZIRERZ D MREMNFE). MDM W LIRE
BUT R RIRSS

© B4

T ITERE

* BRIBNTSE

© BERER

+ Exchange ActiveSync

+ LDAP

SR EENEFETEBIRINEEST 05 7 @ [SEENTFARX] (Managed
Open In) BR#l,

=i

THEEEEARSFUUESHZEREEM, BEFR. £EH UDID = Wi-Fi MAC
U EEEEEM, LK i0S RAMEE EFTREN app TRIIRENREEN. BLE
AEPREREAELBELEFEEN app A5,

HEAT Apple TV 488 54 UL ERRA, MDM ERIHEHAZTLH Apple TV EENE
EEM. WEE. wEEEAR.

oo

it

B AR 25



i0S MERKIMBELER

E<
ERETINEER, JURTHEEEEARREE AR ENBERMAEE,
EETEERE

© BEHREE. MDM A EXEESRAR BT RNMAEHNNRERLAE. RENE
EERESET BEEAERE.

c HEREB, MRREFTEVHHEE, JUEXESRUREFNRRHEERE.

© EREREE. IRKEEADER, TUEXESHERRELAER. —B
KEWRERERES, BENELIER.

© BREBHE. BREGE RESUNERERAERANEE. ERAESEE
i’ FRITABEMRER, BARBULEEL

© ESRIET AirPlay SR8 H I 8ERZ 1L AirPlay $ERE B T8, i0S 7 318 T —{BIE
%, AIERZEEN IOS £ BRKEMSTE B IZ#ET AirPlay IR HIheE, RNAER
EITHHY AirPlay TIERSER,

EER app

ARCEFTERMHEUE, UERFEAEEIESES LNNE, ARt EEEHEEm
EERDER, URIMAEEFEAEARPASKEEERNZE, MEARXEERE
FAENFA app EIE R, i0S 7 PEEER app AT AEAHZER MDM LA EE 5 2%
HE¥EBTHEN app, EIREASNZZHEFEREEAM ZEREEE N T,

MDM {a]fR 2§ o] LB iR S 4R 80 77 AR08 App Store app FIEERIBH app.

LB app A LUEB MDM RIRESFGETRIEBR, EFEAER MDM BUNK B &
BFth 2R, EBER app, i app EENEREE B,

i0S 7 MTEEEEER I0S 7 BFEEM app BT —ABEIMIRFIEETIRE, LIRHE
HeNZ2tEERELR

© BEEMNITAAR. 27T MEZANIEERREABAN app X :

— AHEXEN app RERSEAFEEEN app BLMH. ZERAULRE, A3l
BREREUFAAN app EIEGERBEBGEBTTEN app BN, BHIR
i, EIEBRSI A LU A& LLE S8 Keynote RBARIAA BT PDF #2157 app
BHfER PDF, BB AT LIRS EAE FAA iCloud 1RIERFRA B
Pages Y ERIEMIE,

— AHEFTEN app RBERRERTEEN app BLMXMH. ZERAULRE, @0
HRABIETEN app EIRFFERBERETLA app B, SIEFRFIET LU
SEREUEMRTAA app RERAS 2 EENEHIRRIEN R,

* App RE. App B ABTLEBIFEE R app LFATREETHRE. BELRE UE
FEM app TEARZEBETLE,

* App EREIE. B app WA SRR MDM REBIFEEN app #EEEUN
app RE. i, BAAET LA app EEEEEIEE [DidFinishSetup] #{E, =
MDM fAl R 28 REE A MR ERHEZ app R EC KRB HERE,

© BFEES. BERSITRZEEN app HHERZE iCloud 5 iTunes, EX{E app
#t MDM BB, XBFEAEEHRE, AR LGOS R LU S RETEN
app &E#l,
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EEHE

B IOS REBERR LARAZEEN. BEMARIMIRTEREBNIRS, ATLIEE
/1 Apple Configurator 2REZEHBFTIFER 10S #£E,

HREBIERA S REN MDM fRIARSEE, TLEREESEN MDM RIREERERH
A E M IhEE,

BELINREELRE .

c EEHE

* RHIMRRTE

* AEHER MDM :RE

© BB [REHDENX] BNSR

ATLARRH [REHPRER | EHEHE

T B, BBBIBRE

* B, TERA [EMRT ]

* REGEE. TERBEHEE

* Apple ID, FERTEE Apple ID &EA

© BREEARFR. BEB [ARFERFR

* Sirie, REREA Siri

T BEEDEER. TEEREXIEER

ZEENEE

EEEThEEIRE T 2 H iMessage = Game Center ZEBSMNIPREI, BES AT A%
BETERENERE, CHRHENNEERTHINE GERAERARBE REE
RTHERTZE app. &AILUER Apple Configurator ABE T NEHE FRUAE:
ERE,

ERZEENRE FERANSERS, F208 M8l .
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iOS BEMY —#H app, BEBCABENASHITERMIITIE WNESFBHE. EBITSE
BE. BB ERENENARE LNRT. BAZHERESHEAEEENNINGE, 2K
B App Store EEUAB AR 0 EE i0S app, BHELEBTHEMNAIBEM App.
MRSET [0S ¥R ASTE |, MWEYEBBEBITHBHAIEMA app.
AERHPBFEAEIR app HHR.

AEBE A App

MREEITHIR 0S app SHABER, ATLUER [0S bEBMBASHE] RPBE
LIBEA App. SEBRIBER App HIRRES !

* FEf [0S SEEMBABE] .

© BEEETIBMHGH app.

© BEROERMANGRIENE, UEREXBRFREBDEEN app.

© ERMEBMEEY app.

1 app BRELENFEAE,

M2 app B
FEMBEAIBAIEAN i0S app, FELEEM I0S BERHEASEL

ZEftz®, SAUNERIUSHBEASRENMRASHERME, ZEEHBH[E
PRt B ARE S MBI app. BIEAMNMEMME AT UEHRBEASRREEN
app EEMHVEE L#1T. BE [0S MEA QML ] (I0S Provisioning Portal) &4k
PRI A BMEMMIE. ad hoc HMESE=EAKIE, ESEEPLRE (KiEE
ERBIE) AIABATRN app WERMOR, BUEHERASEEMR, UARBERAN
AR B 418K app ERFTEIE A B,

EEEETERMA app

TREARMAN, BEEBRE app B, FAEACHRHEBRIERES app, LIMHEH
MU, SHEEE BIE S ERFTIERMN/MESEE (Team Agent) REEEETE
i0S 32 A O 48 vk BUEREB A 1L AE

EERMBENEEEEEA [RREPREN] HB OSXHRRAAL [BRERF
B ERARKXN—H9) REE [BEFEER] (CSR). £EH CSR LEZE [0S
BAOMEL], LWBIFEENZERE, BT [REE] hREIRER, T
FRIE Xcode EAEREZBEM app.
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HEERHANHEBIEATETREEN 0S £B - REEH app. BALUELS
TEH app RZ1E app RIE—HH DR A NMEBRE.

EBK Mac L ZE#PEBRMBINGEBIEZR, BEFEM Xcode REBMEL
app WIEXBITIRAE. CERGRINERHRA=F, FHE, CHXEAFHREFTN
BERFRBZBNEL app. app WHREAEERSRA—F, EHEEEGFR
f—RFMEREIE, FRERBSH [KE Cl 21 [RHEEHN Appl —&.
REZMBEIREZHOIAEREEEE, FEAOSX LM BREFE R
p12 X ENEBEHELIER. WREREX, BEIMESIBATH. BRTRER
BFNHBLE 2N, CRERZEDARRASEERATN app WAB, NBMHBEIER
%8 app, MRTFATZT app WABRIIEE, WET [DERBASTHS
(Enterprise Developer Agreement) ZEF.

2 App

BB app BEOEF R :

* fE£/ iTunes # app BHRENEAEETRE,

© EITEEEFMA Apple Configurator £ E %4 app.

% app REBZE2NAERRSE . ERETEBESAINESNATRE. F2H
Bk C - UERSXZRATEM App] .

*© £/ MDM RARSFERZ EENEERZENTEM app =t App Store app (FEHY
MDM fAl AR 28 S B L Zh L)

£/ iTunes Z% app
MRENERERER iTunes BRE LZH app, BEAR2HNKERERNEMHHE
ERE, YERMMEBTIIZR

1. 1€ iTunes A, BIZ [HEF] (File) > [MMAERE] (Add to Library), AREEREER
(.app. .ipa 2 .mobileprovision).
FAERTSERIERZ iTunes EARXE® L.

2. EEBEEDEN, RET Tunes B9 [#£E | (Devices) FIRPAEHIREL
3.8 —T [EARR] (Apps) EBE, RBEHRPIRE app.
4. 3%—T [EH] (Apply)s

MREAENESHZINER, AUSERBEZMMNEMLEERMGMARIKE,
MIEBRMAAEERIMA iTunes F, iTunes BB ENZETE iTunes #Y Mobile
Applications 1 Provisioning Profiles &3 ZIHIE R,

A Apple Configurator 2 app
Apple Configurator 2R # Mac App Store RE TH# OS X EAREN, w1t IT &
HERRZHERIBER App S2KE App Store #9 app.

B App Store # app IR EE A app ATLLE i A Z| Apple Configurator,
WREEFRBMENEE L,
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MDM faIBR 28 RTLAE R App Store F I IR app AR REFEA App. £H8 MDM &£
£ app BA [FEEM appl - MDM RS AT LMEEEFE A EH MDM BUE B A,
EEERETEN app REER. F5, [ERSBEAURBREETEN app ERHEHZE
iTunes £ iCloud, E7&E IT EEEEESWBERKEMMN app K, EHEELE
BFEAEEETHMN app B2 HRH,

MDM fAfREEE SR ERSERIEKE, UREITEN app. ERZEENHE L,
EEW app EENBFEREREREZE T ETRE,

LB app ATEAER i0S 7 1RIEMEEIMESITHEE, Bla0w] LSS app $EE VPN &4,
EXRTRAAZ app WRKTESESHREN VPN BEE. EETLUEELAEHNE
B, EFEHRAREREE,

FEEM app tBXIEIOS7 LM [ZEEMNITHALR] . BERTEEN app BELER
FERENIA app BXER, BLERFUZERNTSEIER.

TRER Al Al 2R
0S fLMEAENREZYNABLAR, HHHEAETHERLERARNES

A, THRESEFL GBI app. EEENRBENEE, HELEENTERE
ERERREDISE, BARENANSEER, EEAREERAERANARTIE
KETHERRTRTERREE, THELRARTHESEEY Internet SARENFER
Rig,

&S

OS X Server WM [MREVAMREE ] (Caching Server) ThBE T LUK RS SR IR B B BI A4
FEEEHARK L, LURADERMK (RFC1918) LEIMY Internet 588, BEZHE R
AR ], HARBEEMSHR—AET. ETSHENERT, RERAREL
AIRE [REVAAREE | » RRESMAEEAZARENEERLEMR NAT RIFE,

BEEEMFESM OS X Server: Advanced Administrations

H1TI0S 7 19 i0S HRES BB BAEMILH [REFAMRE] . THRESIREERE,

LAT A [MREVAIARRS | THERBANAETE i0S H & LERBR LT

1. BEREHEEZME [MREAMRSS] #9458 £A i0S &M iTunes Store = RS
1 ARERERARE, i0S HEMNBFREWEN A [RIAEMRE] .

2. [HREUAMRRE ] EXEEHARRDEREEAFARNAR. MRE, ©ELARE
HRBLH I0S £E,

3. R [MREVAMRES | REFBRNEE, ©ERAZREMIETH, OS X Mavericks
B [REVEARES 2] BEmBhERIiee, WRMAR EEM [REERESE] ETHE
BROAR, ZIESERAIPLARE,

4.5 [MREVARRSE ] R THENES, ©EVEERNERGIEFRZENNAR
iy, (B RFIRENEI A B R Lo

0
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* iOS EEEEHIER

» App Store app

* App Store EX1EH

* iBooks Store Y E4%E

iTunes 38 [REVEAREE 2] - iTunes 11.0.4 SEL EARA (Mac B2 Windows fR) Sz
ATHEENAR :

» App Store app

* App Store EHIEHE

* iBooks Store &5
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HABMEBEENTEAEREES, ERLAERSHETHEELIRRIELRE, B 203 F
12 B, BA. £2AF. FEEFSEHTELRE Tunes TEIEE, mMNEAR&EER
HY iBook T#{IEH,

MBRE P U FFHENESHERRSE, EEFERA iTunes Store ERT
@, ASEEEMRE iTunes THEE,

flgan, uAES LG iPad A LT EHER iTunes Store 18#Y app, BEEFEAR
BYRRTS

BRI 51



i0S MERKIMBELER

BidE A -
Wi-Fi E %16

T4 I0S MBS Wi-Fi R ER, FL4ERELENUERE

* TEBEMNEE

* A WI-Fi AENESHENTE

© £EENERRHE Wi-Fi ThaE

© EEMNERERNEYNES

* FREGREEENZEER

* IEFER

BER—FIRL IR, BERRTRERN Wi-F BERAEEX,

FER  AERBRUAEEN Wi-Fi @R AE, HUERNRIAIEERTE,

BEHENEENSRE
A0S RENEABARM WI-F BEEHEREE, HEABFSRARERE HEK
EEO

BAl, FEEFREMAMAIERSE 0@ Wi-Fi PR, Am, BE-EMEEE
AZHRE, BERETESESTAKE, 8—NEENEHELR, HERNMERRE
MESER, URAZMAEENREHE, BSRECHERNELES, BLRE
MR EERERERE, Ak, ERE Wi-Fi 58K, XREZEDI0S KENE
HisE AR

2.4GHz vs. 5GHz

EEE, E{ER 24GHz SEER MY Wi-Fi B8 A5F 11 EsEE. B2, AREEREET
B, FrMEERERETPEFRABEE 1. 6 8 1,

5GHz FRSREEBR 24GHz S — B EERENEMRE, FIUBEHER ). Hit,
MRZHAREENEESZEEBNRTRET BINEHRES), S5GHz i TJaeE
ABHEE. SGHz ER RV EHEREREN EMEHETRABERME, TREDH
g% 8 fEsEE.

S5GHz FYSEE BB BIEE, EM 24GHz ERERE=(EFEBEBEERANER, £
ASEZEMN IOS £ ELLR Wi-Fi FEREF, /MY SGHz EEERRERNETEES,
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BEEHEARE

BEVNBEL N S HEEMN Wi-F 8RR, fINE—BORE, ERETEEH
HETHEESRERMRATERE, FAUEMBRAMEENBELEES. EERNE
BT, SRESNIZARRKE. RRTSENLE, FUWI-F BEEERELE
B, ERTURBERN WI-F @R - AEERRME = EEL G REMEHRA
EFEA, THESHERERR—EELA.

EE WG

R EMEAEE, BRE—EEE 1000 BELEM 30 BHEH, 2HERBENKE
EEY., BNEEHRGL—B iPad, BELMBIE MacBook Air #l iPad. B—RHE
KRR 35 R2E, BEREHHUILER. BEEXEEB Internet HifiZR. BERE
25, YWIE LAN ERERARSEAER,

HAREEBR THTHREZESRS, Wi-Fi RERTtheRAERE. SREEHEY
BSUBEEH, REAUAESHRESERR—AELE. MHHAHES, BAXEE
BREZEEME, URERANEEZHE, CHEINEREBSHEBETEMEE,
FREURRELS A Wi-Fi RERE,

WMSREZBE 80211b = 80211g REMRE th A AMAMEE, "TLAZRREUH 80211b/g,
ERRESERRERNERE, Z—EH% REREHMENEERM—(EEA 5GHz
802.11n 9 SSID, BiRMHEE — {8 2.4GHz B9 SSID Rz 802.11b 1 802.11g £ &, BH
AR, BEREELBZH SSID,

EMERTARD, HERREARBER SSID. ¥ Wi-Fi £BR, EEHMA—E
BE#EAY SSID (Hidden SSID), ZLbin A —{EE#% SSID (Broadcast SSID) EMMEEE,
BER SSID HRZ2MWEBtE R R, FREVESLERER OS £EWVE, U
BRi= SSID Alpe R iEE A R M.

Apple E & Wi-Fi {224
Apple EREEIE Wi-Fi SERNZBOTHRY, HREETHFHMAEHR

* 80211 A M. 802.11b/g. 802.11a. 80211n
© $8R, 24 GHz = 5 GHz

* MCSIndex. [FEMEHRE] (MCS) EEERT 8021n RETEBRNREAE
R,

* JREAHETAE. HD20 = HD40

© RERBR (Gl). RERF (Guard interval) EMERF Tt —EREEXE S —ARE
BRI (BFME). 8021n fREEE T EUEH) 400ns &R, A AFFEEEREE
o, FREE LA LUERERRE 800ns RERBR.

iPhone 5s

802.11n @ 2.4GHz £ 5GHz
802.11a/b/g

MCS Index 7 / HT40 / 400ns Gl

iPhone 5c¢

802.11n @ 2.4GHz £2 5GHz
802.11a/b/g

MCS Index 7 / HT40 / 400ns Gl

iPhone 5

802.11n @ 2.4GHz £2 5GHz
802.11a/b/g

MCS Index 7 / HD40 / 400ns Gl
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iPhone 4s

802.11n @ 2.4GHz

802.11b/g

MCS Index 7 / HD20 / 800ns Gl

iPhone 4

802.11n @ 2.4GHz

802.11b/g

MCS Index 7 / HD20 / 800ns Gl

iPad Air E2E2 % Retina B/R2E/Y iPad mini
802.11n @ 2.4GHz 2 5GHz

80211a/b/g

MCS Index 15 / HT40 / 400ns Gl

iPad (3 M4X) & iPad mini
802.11n @ 2.4GHz £ 5GHz
802.11a/b/g

MCS Index 7 / HD40 / 400ns Gl

iPad (8—. E=FE=RK)
802.11n @ 2.4GHz £2 5GHz
802.11a/b/g

MCS Index 7 / HD20 / 800ns Gl

iPod touch (BER)

802.11n @ 2.4GHz 2 5GHz
802.11a/b/g

MCS Index 7 / HD40 / 400ns Gl

iPod touch (£ {X)

802.11n @ 2.4GHz

802.11b/g

MCS Index 7 / HD20 / 800ns Gl
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HEINRE

© AFF&RE app
© AEF Sini
* SHTERFALRF Siri
T RIAERAREY

SUEF FaceTime
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BELH A SRRHE T URBEABNTRTRE.

* AHHBEERER

* RFBHERBEBES

© ARSI

* REEERE

© SFF App AMEEE

© BRBEHNSEREEERE

© RHBAEE

* REFMA Game Center @R AAR

* REATNREDH
SU#F Touch ID

EARER
* AEHMEM iTunes Store
AR Safari

* BRE Safari ZEMREFHRE

iCloud
* }Ln?1ﬁ-ﬁ}

R RS AR BRE E L

* AF [RWBRASER]
* AFFiCloud BAH=E
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© RIADEERHERXZE Apple
RFEREEZI TS EENEH

© BHREINE

* RTFEXEW app BHBEETEERN app WER

* AFFEIEEER app BHRGETEN app WER

* FEAR AirPlay B4 B EsRig A 15
SRR ER S NER PK

© R [RRAIESEER]

UTRHAEEARZIEENEE
© B— App BR
© EBIERARTE
* JoEF iMessage
* JoEF Game Center
© RFFBBR app
ftEF iBooks Store
* fuEF iBooks Store FHIRK A E£E
* B Siri HEFEIRIESS
* RAFEHRERTEMUME
* HTTP 2RI R AR EE
* RFHRERBEHUESRE

© UR2FIRMBEMNBREHRIRS AirPlay FELR

* 77 AirDrop
SIS IRSE

* RIMERITRIEERE
R [SRENALK

© AFFEHECE (iTunes)
RFF TRUAEE ]
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fiy g C
DRGSR AN RERZER App

i0S T EUEGEI AT HEBITRENAIER App. EEFEH iTunes 5 App Store,
ERGA

© MEERERENANZT 2R ERARSE

* 1B H ipa MV i0S app, HREABRRIERSEMERAMERERX T

© XML EFE (KRR EERE)

© REFEBIERE Apple iTunes fAIAREEMIMERE

Z# app 2REEN, FABTSEARLEENRAIL TR i0S £EH, &
EEEREETHLZEEAEPIRREN app.

IERTLAER SMS S E T BRSBTSt ERMAERY URL, SESHEBATERENH
% app.

ZALURERBDERTRR M AREM app R, FRECHAECETRE (AIE
AEARRNE HARE), LREFALTZHRENRIBMEER Internet Fhz, BRI
# app MEMEHREBENE &+, SREMAEA HTTPS FIHLE,

MRET T EBRXAORL, ATUEER Web Clip MAZERENEERLESR, HE
fb e A OB RIS AN BEM, WFAREMMIE. BN App Store
app, URETEEBEEHRATREZT.

ERBETESRHNAIER App

EBREERNINER App IETEGEG, LERIHEFRA (ipa 1) RETEREKA
app HYEAREE MM LR INAE,

BT Xcode REUE app 7. EALHBMBELEE app, XLEHFETES

B ERBMERME. FSERNEEERT app HWEF, §525 i0S Dev Center
H2H Xcode User Guide (A Xcode B TEEBIHAR | MEE),

EiES XML plist R, i0S £EESFEACRRENRAERARSETSR. TEHNRE
app. Xcode B AEED ZEFM app UHH KR, FriREMENREIEER
1B, E2HAIEERER app RETRMNWELL,
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THIMASEER ¢
HE B
URL App (ipa) IERAIFTE HTTPS URL.
BREK ETHEZE BRI 57 x 57 8E PNG
Fg. BIEEFBHTE URL
TERPWESR £ iTunes 3R app M9 512 x 512 5% PNG
g
ENBRITE App FYEHREBINE, B Xcode stERPFIE
ERBRITET2EE.
Ef MR App FEMRA, 0 Xcode sHERFFTIERE.
=g App WER, SETHNZEHHEHETR.
& [ERE ] app FEBETFHIM
BB L
EREEs £ (BR8] ERLETRHTEKR) PNG #&,
UINewsstandBindingEdge BLREXNE/RE [EHE ] app # info.plist
UINewsstandBindingType R,
UINewsstandApp Knapp & [EHE ] app.

EALUERNRESTEHAEREDHRA, flW, MR app ERBEK, MAKRT TCP
BEANPUTHEERRE, CEERBRRTHTEM, EAEM MDS5 $#(E,

ER SR ME B BHIRRE, TS —EMERESE app.
A s R B Al E A,

EEL N

ELEE HEREEER RETHRREAEEENES,

* App (ipa) &R

* A (plist)

EHAM R LR RAESHNEARNE-HE. EEREN-—THEES, E3T
HEME, MEMESREEMELZ app BT HMZEBF.

ELEEH) : <a href=] itms-services://?action=download-manifest&url=http://
example.com/manifest.plist” >% % App</a>

ESRENELIMASEN app (ipa) F. EEMESHAR, £BSTH ipaExR.
B AR URL MBI E LD £ itms-services, 1B iTunes Store YR A LR FH,

WEEREELR ipa BRATLUEE HTTPS 7HL, BAEMMAER L IOS FIEENERHE,
MRBEEBRREZEENR, BEEERIOS HENRE, NREEEAK.
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R EMMREE MIME 3
EREEERENEMAMREE, NERBEHEREN app BX.

#5 OS X Server, #F#T 5 MIME BEMMAZIREMAREEH TMIME R | RE :
application/octet-stream ipa text/xml plist
EH S, FEMA IS Manager 2§ MIME 3EE N2 EAREM (B EEb :

.ipa application/octet-stream.plist text/xml

B app BFHVRIEDH

MRELZBEEFNEM app, WHE [EETE] HAE, BFRETHIER

* HEE app EEHERE. /A Apple Configurator AR ZEEHE FARMLUE
2 WEEREEEMEREE,

* MEEMENEL LR, BREFEAETRAENE.

© BBE .ipa f2RA URL (LREFRET) RIERY, BREEEAETER HTTPS BUA
#Z ipa R,

MRLEEZFHEHANAIMAL, GREAFIOS HEEETIIER ¢

URL EE

ax.init.itunes.apple.com HESEBRTHRBEETH app WEAMERK/NR
Flo MBEAEEIE, TEAVEERHK.

ocsp.apple.com EEEHBIAL, URERAREBMRIGIENR
HREIREE, FSHTH [RENRE] —&.

RILEHM app

BECEMN app TEEBHEN. ELEFNRAIHERETER, FREIMMEE
¥IEE, WIRBMMRE app. BEEE app REEHIER, WEEITHKBAER
E, MREFEANRER app 26, BAESECEH app MEMEEL,
MREREBECAEREHEE LFEFN app EX, FREFIREFEEZEU 2R
fFE AR bundle-identifier (B4HEBITE), WHHEAEFBEZEIIRAAMBRE
BRA, R bundle-identifier BTN, MK EMAEGRALRELE LFEF
HEE,

BATANMEBMESERHEN 2 BE2H. BTIHA, HAESBR, B app
TS ESERED
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EMEIREZIEAT, B# M i0S Development Portal &5 app BUEHTRIEME, L
R MR MR BT app $H1Z (ipa), REBRERZEZ app NWEAE,

HREHEH app WERE, ERCHRBT —MBITHNERE, UEEHRRAEMAIG
fogiatifg, BEFREEM, BANRBEMIHHN mobileprovision 18X, BEEAE
EEBRLE app. MNMEEMESES app HETRENESR.

iR T LAGE A MDM RZEFERE, HERAERCRUHNZ2MURTHR
ZH, ARAEFHHMERMRAERERITMALZE,

BEAENBMAREIREE, app BELKE. BHRENERHARABLEE=F, RE
2K (¥R ASE] EEEREEAL, RAELEE, EERREERR
2H, EREEIHIEFENEEER, ERBHEENRESR, BEHETAN
[REBMERE ] —&,

ZALEREWERAREREIRE  MEREEBL, F_EARERARRHE
RIOHR, WEEE—ESFEHEARENEMN app, M@ i0S Dev Center ERE =
B R EE, BRELIABEE —EEE.

BRENERE

FERERRITR app B, #EBEBSEL Apple ) OCSP [AIREMEBRHEE. BRIER
BOERE. BREFES AT app. BEEEA OCSP ARSI R FAREMEE

B, TreRRaRE. SERERE, ZEBNALUERE ocsp.apple.com. #2
RIAHMSEATE MY [HBREER] .

OCSP BIEG LUMEUMRFEEEE L, HENIREREH OCSP ARESIEE, BRENKH
37 R, BENEARMSSSLEETRB ARNNEED BHE, TEBRE
TS,

MREBRFR RIS, app EEHTT.

BEHRMBRRESREEEBNE app BY. RIFLCHREFREELIARAREIRE
£, BATEEZHEEN.
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&5 app BEIE
<IDOCTYPE plist PUBLIC “-//Apple//DTD PLIST 1.0//EN"  “http://www.apple.com/
DTDs/PropertyList-1.0.dtd” >
<plist version=" 10" >
<dict>
<!-- array of downloads. -->
<key>items</key>
<array>
<dict>
<l--an array of assets to download -->
<key>assets</key>
<array>
<l-- software-package: the ipa to install. -->
<dict>
<!l-- required. the asset kind. -->
<key>kind</key>
<string>software-package</string>
<I-- optional. md5 every n bytes. will restart a chunk if md5 fails. -->
<key>md5-size</key>
<integer>10485760</integer>
<!-- optional. array of md5 hashes for each “md5-size” sized chunk. -->
<key>md5s</key>
<array>
<string>41fa64bb7a7cae5a46bfb45821ac8bba</string>
<string>51fa64bb7a7cae5a46bfb45821ac8bba</string>
</array>
<!-- required. the URL of the file to download. -->
<key>url</key>
<string>http://www.example.com/apps/foo.ipa</string>
</dict>
<I-- display-image: the icon to display during download.-->
<dict>
<key>kind</key>
<string>display-image</string>
<I-- optional. indicates if icon needs shine effect applied. -->
<key>needs-shine</key>
<true/>
<key>url</key>
<string>http://www.example.com/image.57x57.png</string>
</dict>
<I-- full-size-image: the large 512x512 icon used by iTunes. -->
<dict>
<key>kind</key>
<string>full-size-image</string>
<l-- optional. one md5 hash for the entire file. -->
<key>md5</key>
<string>61fa64bb7a7cae5a46bfb45821ac8bba</string>
<key>needs-shine</key>
<true/>
<key>url</key><string>http://www.example.com/image.512x512.jpg</
string>
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</dict>

</array><key>metadata</key>

<dict>
<!-- required -->
<key>bundle-identifier</key>
<string>com.example.fooapp</string>
<!-- optional (software only) -->
<key>bundle-version</key>
<string>1.0</string>
<!-- required. the download kind. -->
<key>kind</key>
<string>software</string>
<!-- optional. displayed during download; typically company name -->
<key>subtitle</key>
<string>Apple</string>
<I-- required. the title to display during the download. -->
<key>title</key>
<string>Example Corporate App</string>

</dict>

</dict>
</array>
</dict>
</plist>

THRGER - RBEBISERER, SLAEA iMessage B, THREENEASXERNL  BR-RECENER.
2FaceTime BREFEW. BEVHIFAXE FaceTime MR B Wi-Fi ER, FBITHHREME FaceTime, FER
TEHISTNEERY iPhone 4s SR EMIE. B Retina BURZRMY iPad X iPad mini. REEEMBEBTHRMETERE, R
RBEXEBR  BERETAESTECE, S TRTEARAEEREREE, ADERFEEEMRE. F2 Internet
& THBERETERTEME, HMOVEELEE Wi-Fi BR. BHVETEARMEEARSBE. 5 R%EHFRE
BLERA 10 A%E,

© 2014 Apple Inc. R — 1R, Apple. Apple #&3&. AirDrop. AirPlay. Apple TV. Bonjour. FaceTime. iBooks.
iMessage. iPad. iPhone. iPod touch. iTunes. $®RR2E. Keynote. Mac. Mac #Zz%. MacBook Air. OS X. Pages.
Passbook. Retina. Safari. Siri # Xcode 2 Apple Inc. £ XEI & H B XMt @ MAEZ, AirPrint. iPad Air %1 iPad
mini % Apple Inc. (974, iCloud 0 iTunes Store # Apple Inc. £ XE Kk HtbEI RS it B MR A AR B 1R, App Store F
iBooks Store 2 Apple Inc. HBR#E2E, 10S 2 Cisco EXER EMARMGENHRNZAMEER, SRERER, WE
RBENEMERNQREBAIRAENEQRANEER.
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