VALKOMMEN TILL APPLE SCHOOL MANAGER

Det héar avtalet om Apple School Manager ("Avtalet”) mellan Din Institution och Apple reglerar
Institutionens anvandning av Mjukvara, tjanster och webbplatser som utgér Apple School Manager
(som tillsammans kallas "Tjansten”). Du intygar att Du har fullstandig juridisk behérighet att binda
Institutionen till dessa villkor. Genom att klicka pa "Godkénner” intygar Du att Du har last och forstatt
dessa villkor och godkénner att dessa villkor tillampas nér Du véljer att 6ppna och anvanda Tjansten
eller gbra den tillgénglig fér andra. Om du inte godkanner eller inte har juridisk behdrighet att binda
Institutionen till dessa villkor, ska du inte klicka pa "Godkanner”.

1.

ALLMANT

A. Tijansten. Apple tillhandahaller Tjansten, med vilken Du, enligt villkoren i detta Avtal, kan
gora foljande: (i) registrera Behoriga Enheter for hantering av mobila enheter (MDM) pa
Institutionen; (ii) anvénda relevanta mjukvaruverktyg for att underlatta anvandningen av
Tjansten, (iii) administrera Ditt skapande och Din distribution av Hanterade Apple-ID:n samt
deras anvandning av Dina Slutanvandare, (iv) hantera éverféring, lagring, kdp och underhall av
relevanta data och relevant Innehall i relation till Tjansten, (v) hantera Ditt skapande och Din
administration av kurser som anvander Tjdnsten samt (vi) aktivera vissa funktioner i Tjansten
sa att Slutanvandarna kan anvanda dem med sina Hanterade Apple-ID:n, inklusive, utan
begrénsning, matning av elevframsteg i aktiviteter som har tilldelats i program med ClassKit
genom Apple School Manager, funktioner som involverar Produkter och Tjanster fran Tredje
Part som anges i avsnitt 3 i detta avtal, och funktioner och tjanster som anges i avsnitt 4D i
detta Avtal. Du samtycker till att enbart anvanda Tjansten i enlighet med detta Avtal och alla
tilldmpliga lagar och bestdmmelser.

B. Registrera enheter och anvandare. Du far enbart registrera Behériga Enheter med
hjalp av Tjanstens funktioner fér registrering av enheter. Om Du véljer att anvanda Tjansten
och att registrera Behériga Enheter sa som faststalls i Avtalet kommer Apple att tillhandahalla
en Webbportal och ett Administratdrskonto med vilket Du kan skapa och hantera de Hanterade
Apple-ID:na fér Slutanvéndare och goéra funktionerna i Tjansten tillgangliga. Nar Du har skapat
Hanterade Apple-ID:n fér Slutanvandare ar dessa konton tillgédngliga via Institutionsdgda
delade eller personliga enheter samt alla enheter som Slutanvéndare anvander fér att komma
at sina Hanterade Apple-ID-konton. Du ansvarar for att faststélla och valja vilka funktioner i
Tjansten som Du vill ge Dina Slutanvandare.

RATT ATT ANVANDA

A.Savida inget annat anges i Avtalet har Du icke-exklusiv, icke-tilldelningsbar, icke-6verférbar
och begrénsad ratt att komma at och anvanda Tjansten under Avtalsperioden, enbart for
utbildningsverksamhet och i enlighet med villkoren i detta Avtal. Du kan tillata att Dina
Slutanvandare anvander Tjénsten i det ndmnda syftet, och Du &r ansvarig for att
Slutanvandarna foljer villkoren i det har Avtalet.

B. Auvtalet ger Dig inga rattigheter eller licenser att anvanda Tjénsten eller nagon av dess
funktioner, utéver den omfattning och/eller varaktighet fér Tjansten som anges i Avtalet. Din
ratt att komma at och anvanda Tjansten upphor nar Avtalet sags upp och/eller Ioper ut.

C.. Savida inget annat uttryckligen anges i Avtalet samtycker Du till att Apple inte har
skyldighet att tillhandahalla Apple-mjukvara, program, funktioner, tjanster eller produkter som
en del av Tjansten.

DATASAKERHET OCH -SEKRETESS

A. Kundanvisningar och Anvéndning av Personuppgifter. Inom Avtalet kan Apple, i
egenskap av personuppgiftsbitrade & Dina vagnar, erhalla Personuppgifter som Du sjalv eller
nagon annan tillhandahaller som rér dig eller Dina Slutanvandare. Genom att inga detta Avtal



anvisar Du Apple att behandla sddana Personuppgifter i enlighet med tillamplig lagstiftning: (i)
for att tillhandahalla och férbattra Tjansten, inklusive alla Apple-funktioner och -tjanster som Du
eller tillampliga Slutanvandare aktiverar, (ii) enligt Dina anvisningar som lamnas genom Din
eller tillampliga Slutanvandares anvandning av Tjansten (inklusive Webbportalen och andra
funktioner i Tjansten), (iii) pa sa satt som anges i detta Avtal, inklusive vad som anges i Bilaga
A fér Slutanvandare som &r elever samt (iv) enligt vad som vidare har dokumenterats i andra
skriftliga anvisningar som Du har fatt och som Apple har godként som anvisningar under detta
Avtal.

Du forstar att Apple kan behandla Personuppgifter kopplade till ett Hanterat Apple-ID, som
namn, Institution, registrerade klasser, roll, e-postadress, arskurs, anvandaridentifierare och
enhetsidentifierare, enligt vad som &r tillampligt och beroende av typen av Slutanvandare,
tjansterna som anvénds och de uppgifter som tillhandahalls. Apple kan dven behandla
Personuppgifter i samband med att man tillhandahaller funktioner och tjanster som ar
tillgangliga med ett Hanterat Apple-ID, inklusive, utan begransning, de tjdnster som anges i
avsnitt 1A ovan, avsnitt 4D nedan, Apple-tjanster samt tjanster som anges i Bilaga A for
Slutanvandare som &r elever. Behandlingen av Personuppgifter fér Slutanvandare som ar
elever forklaras mer ingéende i Bilaga A.

Apple ska endast behandla Personuppgifter enligt Dina anvisningar, enligt vad som beskrivs i
Avtalet, inklusive avsnitt 3A och Bilaga A for Slutanvéndare som ér elever, férutom om (i) Apple
forbjuds gora det pa grund av krav i gallande lagstiftning eller (ii) om en gallande lag kraver det.
| sa fall informerar Apple Dig om denna lag innan de behandlar Personuppgifterna (om inte
denna lag férbjuder Apple att géra detta pa grund av ett viktigt allméant intresse). Apple far inte
ldmna ut nagra Personuppgifter eller delta i nagon behandlingsaktivitet i samband med detta
Avtal pa ett sadant sétt att det utgor en "forséljning” eller "delning” (enligt hur dessa termer
anvands i California Consumer Privacy Act (CCPA) eller nagot liknande koncept i andra
dataskyddslagar) av Personuppgifter. Apple ska omedelbart informera Dig om nagon av Dina
instruktioner enligt Apples uppfattning bryter mot GDPR eller andra dataskyddsbestdmmelser
fran unionen eller medlemsstaterna, i den utstrackning som kravs. Apple ska ocksa informera
dig om det inte langre kan uppfylla sina skyldigheter enligt CCPA eller andra tillampliga lagar
och férordningar om dataskydd.

Dessutom kan Apple och dess samarbetspartner och agenter samla in, anvanda, lagra och
bearbeta diagnostisk, teknisk, anvandningsrelaterad och &évrig relaterad information, inklusive
men inte begransat till, unika system- eller hardvaruidentifierare och information om Dina
Behoriga Enheter, system- och applikationsmjukvara samt kringutrustning, cookies och IP-
adresser pa ett satt som inte personligen identifierar Dina Slutanvéandare for att tillhandahalla
och forbattra Tjansten; for att underlatta tillhandahallande av mjukvaruuppdateringar,
produktsupport och andra funktioner kopplade till Tjansten, av sdkerhetsskal och fér hantering
av konton samt for att verifiera att villkoren i detta Avtal féljs.

B. Efterlevnad av lag. Du samtycker till att enbart Du ansvarar for att sakerstélla att Du féljer
alla tillampliga lagar, inklusive, utan begrénsning, integritets- och dataskyddslagar, gallande
anvandning eller insamling av data och information via Tjansten. Du ansvarar &ven for all
aktivitet som &r kopplad till Personuppgifter, inklusive, utan begréansning, att 6vervaka sadana
Personuppgifter och aktiviteter samt férhindra och hantera olampliga data och aktiviteter. Detta
inbegriper att ta bort data och avbryta tillgangen for den Slutanvéandare som tillgangliggjort
sadana data. Du ansvarar for att skydda och begréansa atkomsten till Slutanvandarens
uppgifter for alla personer och alla Dina tjansteleverantérer, déribland Tredjepartsleverantérer



av Tjanster, som har atkomst till Slutanvandarens uppgifter, samt fér de aktiviteter som alla
personer som Du gett atkomst till Tjansten agnar sig at.

C. Personuppgiftsincidenter. Apple (i) informerar Institutionen, utan onddiga férdréjningar
och i enlighet med gallande lag, om Apple blir medvetna om att det har intraffat en
sékerhetsovertradelse i Tjansten som leder till oavsiktlig eller olaglig forstorelse, forlust,
andring, obehorigt 6verlamnande av, eller atkomst till, Institutionens Personuppgifter ("en
Personuppgiftsincident”) och (i) vidtar rimliga atgarder for att minimera skador och se till att
Institutionens Personuppgifter &r skra. Du ansvarar for att I&mna uppdaterad
kontaktinformation for Institutionen till Apple fér sddana meddelanden. Apple ska ocksa bista
Institutionen i den utstrackning Personuppgifter berérs som Apple har atkomst till i samband
med Tjansten, for att sékerstélla att Institutionen uppfyller sina skyldigheter att meddela
Personuppgiftsincidenter till tillsynsmyndigheter och registrerade personer enligt kraven i
artiklarna 33 och 34 i GDPR, om tillampliga, eller andra skyldigheter under gallande lag.

Apple kommer inte att anvanda innehallet i Dina Personuppgifter till att identifiera information
som omfattas av nagot specifikt juridiskt krav. Institutionen ansvarar for att efterleva lagar om
att meddela incidenter som Institutionen omfattas av och att fullgéra eventuella tredje parters
skyldigheter relaterade till Personuppgiftsincidenter.

Att Apple meddelar, eller svarar pa, en Personuppgiftsincident under avsnitt 3C ska inte tolkas
som att Apple tar pa sig nagot ansvar eller nagon skadestandsskyldighet avseende en
Personuppgiftsincident.

D. Dina gransknings-/inspektionsrattigheter. | den utstrdckning som GDPR géller foér
behandling av Dina eller Dina Slutanvéndares Personuppgifter kommer Apple att ge Dig den
information som ar nédvandig for att visa att vi foljer artikel 28 av denna lag. Om Du har
granskningsrattigheter enligt andra tillampliga lagar ger Apple Dig den information som &r
nédvandig for att visa att vi féljer dessa lagar vad avser Dina skyldigheter. Om du véljer att
utéva Din granskningsratt enligt detta avsnitt 3D kommer Apple att visa sin efterlevnad genom
att tillhandahalla en kopia av Apples ISO 27001- och ISO 27018-certifieringar.

E. Sakerhetsprocesser. Apple ska skydda Personuppgifter i enlighet med
branschstandard vid behandling av Personuppgifter. Krypterade Personuppgifter kan lagras pa
valfri geografisk plats efter Apples eget gottfinnande. Som en del av dessa atgarder kommer
Apple aven att géra kommersiellt rimliga anstréangningar fér att (a) kryptera Personuppgifter
under lagring och dverféring, (b) sékerstélla stdndig konfidentialitet, integritet, tillgénglighet och
aterhamtningsférmaga i bearbetningssystem och tjanster, (c) vid fysiska eller tekniska problem
aterstalla tillgangligheten fér Personuppgifter snarast méjligt och (d) regelbundet testa,
beddma och utvardera om de tekniska och organisatoriska atgarderna for att sakerstalla skydd
vid bearbetning av Personuppgifter &r tillrackligt effektiva. Apple far uppdatera
sékerhetsfunktionerna da och da under férutsattning att uppdateringarna inte gor att
sakerheten totalt sett férsdmras i Tjansten.

F. Sakerhetskontroller. Apple kommer att hjalpa Dig att sakerstélla att Du féljer Dina
skyldigheter med avseende pa skydd av Personuppgifter inklusive Din Institutions skyldigheter
enligt artikel 32 i GDPR, eller likvardiga skyldigheter enligt tillamplig lag, genom att
implementera de Sakerhetsprocesser som anges i avsnitt 3E i detta Avtal och genom att
uppratthalla ISO 27001- och ISO 27018-certifieringarna. Om Du eller Din Institution véljer att
utéva granskningsratten enligt detta avsnitt 3F kommer Apple att tillhandahalla de certifikat



som utfardats i samband med ISO 27001- och ISO 27018-certifieringarna sa att Institutionen
kan granska dem.

G. Sakerhetsefterlevnad. Apple kommer att vidta atgarder for att sékerstélla att Apples
Anstéllda och Apples Tjansteleverantdrer féljer sdkerhetsprocesser, och Apple ska sakerstélla
att alla personer som ar behériga att behandla Personuppgifter féljer tillampliga lagar
avseende konfidentialitet och sakerhet for Personuppgifter med avseende pa Tjansten.

H. Konsekvensbeddmningar och Férhandsbesked fér Data. Apple kommer rimligtvis
att hjalpa Institutionen i enlighet med tillamplig lag, i den omfattning som detta involverar
Personuppgifter som Apple har tillgang till i samband med Tjansten, for att sakerstalla
Institutionens efterlevnad av tillampliga skyldigheter fran Institutionens sida att utféra
konsekvensbeddémningar for dataskydd eller att pa férhand radfraga tillsynsmyndigheten om
behandling dar detta krévs enligt lag.

. Meddelande och Samarbete i fraga om Overtriadelse. Du ska omedelbart meddela
Apple om Du far veta eller har orsak att tro att en person eller entitet har gjort intrang i Dina
sakerhetsatgéarder eller har fatt obehorig tillgang till féljande: (1) Dina Personuppgifter, (2) delar
av Tjansten med begransad atkomst eller (3) konfidentiell Apple-information (gemensamt
kallade "SékerhetsOvertradelse Géallande Information”). | hadndelse av en
Sakerhetsovertradelse Gallande Information ska Du ge Apple hjélp och stéd i rimlig
utstréckning for att minska skadan och skydda uppgifterna.

J. Dataoverforing. Om sa kravs enligt lag sakerstaller Apple att all internationell éverféring
av personuppgifter endast gors till ett land som sékerstéller en adekvat niva pa skyddet, har
lampliga skyddsatgarder enligt tillamplig lagstiftning, t.ex. de som anges i artiklarna 46 och 47 i
GDPR (t.ex. standardparagrafer om personuppgiftsskydd), eller omfattas av ett undantag i
artikel 49 i GDPR. Sadana skyddsatgarder kan inkludera standardavtalsklausulerna som
upprattats av Apple eller i andra datadverféringsavtal, som Du samtycker till att inga om det
kravs av Din jurisdiktion, enligt Apples upprattande pa
https://www.apple.com/legal/enterprise/datatransfer/. Apples internationella éverféring av
Personuppgifter som samlas in i APEC-medlemslénder (Asia-Pacific Economic Cooperation)
foljer reglerna i APEC Cross-Border Privacy Rules (CBPR) System (http://cbprs.org/) och
Privacy Recognition for Processors (PRP) System (http://cbprs.org/) vid éverféring av
Personuppgifter. Vid fragor eller oldsta problem om vara APEC CBPR- eller PRP-certifieringar
kan var tredjepartsleverantor av tvistlésningar
(https://feedback-form.truste.com/watchdog/request) kontaktas.

K. Forstérelse av Personuppgifter. Vid uppsagning av Avtalet, oavsett orsak, ska Apple
pa ett sakert satt forstora Dina och Dina Slutanvandares Personuppgifter som lagras av Apple i
anslutning till Tjansten inom skalig tid, dock aldrig mer &n 180 dagar.

L. Forfragningar om Personuppgifter.

i. Forfragningar fran Institutioner: Apple ska ge Dig mojlighet att komma at,
korrigera, hdmta eller radera Dina och Dina Slutanvandares Personuppgifter i
enlighet med Dina forpliktelser i fraga om integritet och dataskyddslagar, om
tillampligt. Om Du skickar en forfragan till Apple om Dina eller Dina Slutanvandares
Innehall eller Personuppgifter i samband med Tjansten kommer Apple antingen att
pa ett rimligt satt (i) géra det mojligt for Dig att hantera sadana forfragningar direkt,
till exempel via de tillgéngliga verktygen i Webbportalen, eller (ii) samarbeta med



Dig for att hantera sadana forfragningar i den utstrackning de omfattar
Personuppgifter som Apple har tillgang till. Apple ansvarar inte fér uppgifter,
déribland Innehall eller Personuppgifter, som Du lagrar eller verfor utanfér Apples
system (exempelvis anteckningar om elever i Studentinformationssystem). En
forfragan om radering som hanteras via Apple School Manager genomférs inom
30 dagar.

ii. Forfragningar fran Slutanvandare: Om Apple tar emot forfragningar fran
Slutanvandare om en kopia av deras Personuppgifter i samband med Tjansten
kommer Apple antingen att pa ett rimligt séatt (i) géra det méjligt fér Dig att hantera
sadana forfragningar direkt, till exempel via de tillgéngliga verktygen i
Webbportalen, eller (ii) samarbeta med Dig for att hantera sddana férfragningar i
den utstrackning de omfattar Personuppgifter som Apple har tillgang till. Om Du
véljer att lata Apple tillhandahalla en kopia av Slutanvandarens Personuppgifter i
integritetsportalen pa privacy.apple.com via Webbportalen instruerar Du harmed
Apple att, pa Slutanvandarens begéaran, behandla och genomféra Slutanvandarens
forfragan om att komma at sina uppgifter som ar tillgéngliga pa privacy.apple.com
a Dina vagnar.

ii. Forfragningar fran Tredje Part: Om Apple tar emot forfragningar fran tredje part,
till exempel en forfragan fran ett brottsbekdmpande organ eller en
tillsynsmyndighet, géllande Ditt/Dina eller Dina Slutanvandares Innehall eller
Personuppgifter ("Forfragan fran Tredje Part”), ska Apple (i), i den utstrackning det
ar tillatet enligt lag, meddela Dig om mottagandet av Forfragan fran Tredje Part
samt (ii) meddela den som gjort férfragan att sadana forfragningar fran Tredje Part
ska adresseras till Dig. Savida inget annat kravs enligt lagen eller i forfragan fran
tredje part ansvarar Du for att besvara den. | den handelse Du blir féremal fér en
undersdkning av en dataskyddsmyndighet eller liknande myndighet rérande
Personuppgifter, ska Apple bista Dig med att svara pa den undersoékningen i den
utstrackning den rér Personuppgifter som Apple har atkomst till i samband med
Tjansten.

M. Status som skolans representant enligt FERPA (20 U.S.C. § 1232g). Om Du &r en
utbildningsmyndighet eller organisation, eller agerar & en utbildningsmyndighets vagnar, vilket
lyder under Family Education Rights and Privacy Act (FERPA) i USA, samtycker parterna till
att Apple, under detta Avtal, (a) agerar som “skolans representant” enligt definitionen i 34
C.F.R. § 99.31(a)(1)(i) med ett legitimt intresse i utbildning, (b) vad géller tillampliga
Slutanvandares Personuppgifter uppfyller en institutionell tjanst eller funktion under direkt
kontroll av Institutionen som Institutionen annars skulle behéva anvanda personal till, (c)
anvander tillampliga Slutanvandares Personuppgifter endast i de syften som har godkéants av
Institutionen, vilket omfattar det som anges i detta Avtal, och (d) inte éverlamnar tilldmpliga
Slutanvandares Personuppgifter till tredje part eller samarbetspartner, utom nér detta
godkanns enligt detta Avtal, med tillstand fran Institutionen, i enlighet med ett domstolsbeslut
eller pa annat satt som tillats enligt tillampliga lagar eller férordningar.

N. COPPA. Apple kommer att anvanda och underhalla de Personuppgifter som Du och
Dina Slutanvandare Idmnar till Apple i anslutning till Tjansten i enlighet med lagen Children’s
Online Privacy Protection Act fran 1998 (COPPA), i den man den ar tillamplig. Detta avsnitt

3 och bifogad Bilaga A utgdr ett meddelande om hur Apple samlar in, anvander eller
overlamnar Personuppgifter for barn under 13 ar. Du ger Apple tillstand att samla in, anvanda



och 6verlamna saddana Personuppgifter i syfte att tillhandahalla och forbattra Tjansten och
enligt vad som anges i Bilaga A.

O. Atkomst till Produkter och Tjanster fran Tredje Part. Om Du valjer att 6ppna,
anvanda, ladda ner, installera eller aktivera produkter eller tjanster fran tredje part som
fungerar med Tjansten men inte ar del darav kan Tjansten tillata att sddana produkter eller
tjanster kommer at de Personuppgifter som kravs for att anvanda dessa tillaggstjanster. Vissa
av dessa produkter eller tjanster fran tredje part kan ocksa ge Apple atkomst till
Personuppgifter, till exempel om du tillater Dina Slutanvandare att logga in pa Tjansten via
federerade identitetsleverantdrer. Du ar inte skyldig att anvanda sadana ytterligare produkter
eller tjanster i samband med Tjansten, och Din Administratér kan begransa anvandningen av
sadana ytterligare produkter eller tjanster i enlighet med detta Avtal. Innan du éppnar,
anvander, laddar ner, installerar eller aktiverar produkter eller tjanster fran tredje part for
anvandning med ett Hanterat Apple-ID, bdr Du lasa igenom de villkor, riktlinjer och metoder
som tillampas fér produkterna och tjansterna fran tredje part for att férsta vilka data de kan
samla in fran Dina Slutanvéandare, hur uppgifterna kan anvandas, delas och lagras, och, om
tillampligt, om sadan praxis 6verensstdmmer med eventuella samtycken som Du har erhallit.

P. Apples Tjansteleverantérer. Apple kan Idamna Personuppgifter till Tjansteleverantdrer
som tillhandahaller Apple tjanster i anslutning till Tjansten. Du tillater Apple att anvénda alla
Apple-entiteter som anges i definitionen av "Apple” som Tjansteleverantdr och alla évriga
Tjansteleverantérer som Apple kan anvanda, under férutséattning att dessa Tjansteleverantérer
ar bundna enligt avtal att skydda dessa Personuppgifter med skyddsatgéarder som minst
motsvarar dem som Apple har atagit sig att genomféra fér behandling av dessa uppgifter enligt
Avtalet, och att dessa uppgifter inte anvands for nagot annat syfte &n det som anges héri.
Listan 6ver Tjansteleverantorer finns tillganglig pa
https://www.apple.com/legal/enterprise/data-transfer-agreements/subprocessors_us.pdf. Om
en Tjansteleverantér misslyckas med att uppfylla sina dataskyddsataganden enligt detta Avtal,
ska Apple forbli fullt ansvarigt gentemot Dig for utférandet av Tjansteleverantérens skyldigheter
enligt tillamplig lag.

4, TJANSTEN
A. Anviandningsbegréansningar. Det ar Ditt ansvar att sékerstalla att bAde Du och Dina
Slutanvandare anvéander Tjénsten i enlighet med Avtalet och Du ska informera Dina
Slutanvandare om, och uppratthalla, begréansningarna i detta Avtal. Du samtycker till att varken
Du eller Dina Slutanvandare kommer att anvanda Tjansten till att ladda upp, ladda ner,
publicera, skicka via e-post, 6verfora, lagra eller pa annat satt tillgangliggéra foljande: (i)
Innehall eller material som &r olagligt, trakasserande, hotfullt, skadligt, krdénkande, obscent,
inkraktande pa nagon annans integritet, hatfullt, rasistiskt eller etniskt anstétligt eller pa annat
séatt stétande, (ii) Innehall eller material som inkraktar pa upphovsrétt eller immateriella
rattigheter eller kranker nagon foretagshemlighet eller annan avtalsrattslig eller skyddad
rattighet, (iii) oonskade eller oftillatna e-postmeddelanden, annonser, marknadsféringsmaterial,
skrappost eller kedjebrev och/eller (iv) Innehall eller material som innehaller virus eller kod, filer
eller program som &r utformade att skada, stéra eller begrédnsa den normala driften av
Tjansten eller annan datormjukvara eller -hardvara. Du samtycker vidare till att Du inte, och
kommer att se till att Slutanvéndare inte (a) anvander Tjansten fér att forfélja, trakassera, hota
eller skada nagon annan, (b) utger dig/sig for att vara nagon annan person eller entitet &n Du
ar (Apple forbehaller sig ratten att avvisa eller blockera Hanterade Apple-ID:n eller e-
postadresser som bedéms utgdra en imitation eller felaktig framstélining av Din identitet eller
en felaktig framstallning av en annan persons namn eller identitet), (c) forfalskar TCP-IP-
paketrubriker (Transmission Control Protocol/Internet Protocol) eller nagon del av



rubrikinformationen i ett e-postmeddelande eller inlagg i en nyhetsgrupp, eller pa annat vis
placerar information i en rubrik med avsikt att vilseleda mottagarna om ursprunget fér innehall
som &éverférs genom Tjansten ("spoofing”), (d) stor eller avbryter Tjansten, servrar eller natverk
som &r anslutna till Tjansten eller bryter mot nagra riktlinjer, krav eller bestammelser for
natverk som &r anslutna till Tjansten och/eller (e) anvander Tjénsten till att pa annat satt bryta
mot tilldmpliga lagar, férordningar eller bestdmmelser. Om Du eller Din Slutanvandares
anvandning av Tjansten eller annat beteende avsiktligt eller oavsiktligt hotar Apples férmaga
att tillhandahalla Tjéansten till Dig eller andra har Apple rétt att vidta alla nédvandiga atgarder
for att skydda Tjansten och Apples system, vilket &ven kan inkludera att avbryta Din atkomst till
Tjansten.

Om du &r en entitet eller affdrskompanjon som omfattas av avtalet eller en representant fér en
sadan entitet/affarskompanjon (enligt definitionen av dessa termer i 45 C.F.R § 160.103)
samtycker Du till att inte anvadnda nagon komponent, funktion eller annat verktyg pa iCloud for
att skapa, ta emot, underhalla eller sénda skyddad halsoinformation (enligt definitionen av
denna term i 45 C.F.R. § 160.103) eller anvanda iCloud pa ett satt som skulle géra Apple (eller
ett dotterbolag till Apple) till affarskompanjon till dig eller en tredje part.

B. Administrering av konton. Du samtycker till att Du ensam ansvarar fér hanteringen av
Dina Administratérskonton och alla Dina Hanterade Apple-ID:n inklusive, men inte begrénsat
till féljande: (i) skyddet av anvandarnamn och Iésenord for varje konto, (ii) tilldelning och/eller
borttagning av atkomst fér Dina Slutanvandare till sddana konton och allt Innehall som
tillhandahalls och/eller lagras i Tjansten samt (iii) tilhandahallandet av Iamplig dokumentation
och handledning till Slutanvédndare om anvandning av konton med Hanterade Apple-ID:n.
C. Godkannande fran Slutanvandare. Administratorer har mojlighet att 6vervaka, komma
at eller 6verlamna Slutanvandares uppgifter som &r kopplade till konton med Hanterade
Apple-1D:n via Webbportalen och/eller Administratérsverktyg. Du lovar och garanterar att Du,
innan Tjansten driftsatts pa Institutionen och till Slutanvandare, kommer att tillhandahalla
tillrécklig férhandsinformation och uppgifter om villkoren i detta Avtal samt inhdmta och
uppratthalla alla nédvandiga réattigheter och samtycken, antingen fran varje Slutanvandare
eller, i tillampliga fall, fran varje Slutanvandares foralder eller malsman, for att Apple ska kunna
(1) tillhandahalla och férbattra Tjansten i enlighet med detta Avtal och (2) komma at och ta
emot Slutanvandardata som kan uppkomma till foljd av att denna Tjanst tillhandahalls.
D. Hanterade Apple-ID:n, funktioner och Tjénster. Ett Hanterat Apple-ID &r det
anvandarnamn och lésenord for kontot som Du skapar och ger till varje Slutanvéandare sa att
de kommer at Tjansten. Apple tillhandahaller de verktyg som behovs for att skapa Hanterade
Apple-ID:n till Dina Slutanvandare. Nar Du skapar Hanterade Apple-ID:n till Dina
Slutanvéndare aktiveras alla funktioner i Tjansten som Du véljer att tillgangliggtra for
Institutionens alla Hanterade Apple-ID:n. DU ANTAR FULLT ANSVAR OCH
SKADESTANDSANSVAR FOR ATT ALLA RISKER OCH KOSTNADER SOM AR KOPPLADE
TILL DITT VAL AV DE OLIKA FUNKTIONER SOM AKTIVERAS | TJANSTEN AR LAMPLIGA
FOR INSTITUTIONEN OCH/ELLER DINA SLUTANVANDARE.
i. Krav fér anvandningen av Hanterade Apple-ID
1. Enheter och konton. Anvéndningen av Hanterade Apple-ID:n som del av
Tjansten kan krava kompatibla enheter, internetatkomst, viss mjukvara samt
periodvisa uppdateringar. Den senaste versionen av den mjukvara som kravs kan
behovas for vissa transaktioner eller funktioner. Apple forbehaller sig ratten att
begransa antalet Hanterade Apple-ID:n som kan skapas samt antalet enheter som éar
kopplade till ett Tjanstkonto.



2. Dina rattigheter till Hanterade Apple-ID:n. Savida inget annat kravs enligt lag

eller Avtalet samtycker Du till att Hanterade Apple-ID:n inte kan éverféras mellan

enskilda Slutanvandare eller mellan Institutioner.
i. Hitta min iPhone. Hitta min iPhone inaktiveras automatiskt for alla Hanterade
Apple-ID:n. Om en Behérig Enhet forsvinner eller blir stulen kan Institutionen dock
anvéanda MDM-I6sningen for att forsatta enheten i Forlorat Lage. Det gér att enheten blir
last, Slutanvandaren loggas ut och en rapport automatiskt skickas till MDM-servern.
Institutionen kan aven radera enheten via fjarrstyrning och aktivera Aktiveringslaset sa att
enheten inte kan ateraktiveras utan ratt Hanterat Apple-ID och l6senord. Apple har inget
ansvar for Din underlatenhet att skydda Behériga Enheter med l6senord, Din
underlatenhet att aktivera Forlorat Lédge och/eller Din underlatenhet att ta emot eller
besvara meddelanden och kommunikation. Apple har inte heller ansvar for att aterlamna
férsvunna eller stulna enheter till Dig eller f6r dataférluster som &r ett resultat darav. Apple
ansvarar inte for att ersatta enheter som har funktionen Aktiveringslas aktiverad eller for
eventuella garantikrav fér sadana enheter. Du kan ta bort funktionen Aktiveringslas och
inaktivera Forlorat Lage via MDM.
iii. Kontoautentisering. Tvafaktorsautentisering som kraver tva typer av information for
autentisering, till exempel ett I6senord och en genererad sakerhetskod, aktiveras
automatiskt fér Hanterade Apple-ID:n som tillhér Administratérer, 1&rare och personal.
Institutionen samtycker till att Id&mna minst ett mobilnummer till Apple for att Institutionen
ska kunna ta emot automatiska eller inspelade samtal och textmeddelanden fran Apple for
autentisering och kontorelaterade &renden, vilka kan medféra standardavgifter for
meddelanden och data. Apple kan ringa sadana samtal och skicka sadana
textmeddelanden i fljande fall: (i) Fér att hjalpa till att skydda Ditt Tjanstkonto vid
inloggning, (ii) for att hjalpa Dig att komma at Ditt Konto om Du glémmer l6senordet eller
(iii) nar det ar nédvandigt for att uppréatthalla Ditt Tjanstkonto eller tillampa Avtalet och
relevanta riktlinjer. Hanterade Apple-1D:n som distribueras till Dina Slutanvandare kraver
ocksa tvafaktorautentisering med till exempel en Behdrig Enhet, en autentiseringskod som
genereras i Webbportalen eller ett telefonnummer. Du ansvarar alltid fér att: (a) distribuera
de Hanterade Apple-ID:n som Du skapar till identifierade Slutanvéandare, (b) godkédnna
atkomst till Tjansten for sddana Slutanvandare, (c) kontrollera att obehorig atkomst inte
ges och (d) skydda och bibehalla konfidentialiteten i anvandarnamn, lI6senord och
kontoinformation.
iv. Séakerhetskopiering. Pa Behdriga Enheter som inte delas skapas periodvis
automatiska sékerhetskopior som skickas till Tjansten nar anvandaren &r inloggad med sitt
Hanterade Apple-ID och enheten ar skarmlast, ansluten till en stromkalla och ansluten till
internet via ett wifi-natverk. Du kan inaktivera sakerhetskopiering i Installningarna for
MDM-registrering. Sakerhetskopieringen &r begransad till enhetsinstéllningar,
enhetsegenskaper, bilder, videor, dokument, meddelanden (iMessage, sms och mms, om
det &r aktiverat), ringsignaler, appdata (inklusive data fran appen Halsa, i tillampliga fall),
platsinstallningar (till exempel platsbaserade paminnelser som Du har stéllt in) samt
hemskarmen och ordningen for appar. Innehall som Du koper, laddar ner eller ger Dina
Slutanvandare tillgang till fran App Store eller Apple Books Store samt Innehall som kopts
fran eller tillhandahallits av tredje parter sékerhetskopieras inte. Sadant Innehall kan
eventuellt laddas ner pa nytt frdn dessa tjanster i enlighet med kontokrav, tillganglighet och
alla tillampliga villkor. Innehall som synkroniserats fran Slutanvandares datorer
sékerhetskopieras inte. Om Du aktiverar iCloud-bildbiblioteket sékerhetskopieras de
bildbibliotek som tillhér Dina Slutanvandare separat fran deras automatiska
sékerhetskopiering med iCloud. Innehall som lagras i Slutanvandarens kontakter,
kalendrar, bokmérken och dokument gar att komma at via iCloud pa webben eller pa valfri
Apple-enhet som en Slutanvandare loggar in pa med sitt Hanterade Apple-ID. Det ar



enbart Ditt ansvar att ha Iampliga alternativ fér sdkerhetskopiering av Din och Dina
slutanvéndares information och data.
v. iCloud-bildbiblioteket. Nar Du aktiverar iCloud-bildbiblioteket i anslutning till ett
Hanterat Apple-ID skickas bilder, videor och metadata i appen Bilder pa Behoriga Enheter
("Enhetens Bildbibliotek”) automatiskt till iCloud. De lagras som Slutanvandarens
bildbibliotek pa iCloud och sénds sedan till alla Slutanvandarens évriga enheter och
datorer som har aktiverat iCloud-bildbiblioteket. Om Slutanvandaren gér &ndringar senare
(till exempel raderar) i Enhetens Bildbibliotek fran nagon av dessa enheter eller datorer,
skickas dessa andringar automatiskt till Slutanvandarens iCloud-bildbibliotek och
aterspeglas dar. Dessa andringar skickas aven fran iCloud till Enhetens Bildbibliotek, och
aterspeglas bade dar och pa alla Slutanvandarens enheter och datorer dar iCloud-
bildbiblioteket ar aktiverat. Uppldsningen for innehall i Bildbiblioteket pa Behdriga Enheter
eller datorer kan variera beroende pa mangden ledigt lagringsutrymme och alternativ for
lagringshantering som har valts fér Slutanvandarens enheter dar iCloud-bildbiblioteket ar
aktiverat. Om Du inte vill anvanda iCloud-bildbiblioteket kan Du inaktivera det fér Dina
Hanterade Apple-ID:n och/eller fér Dina Behdriga Enheter.
vi. Skolarbete. Om du gér Skolarbete tillgangligt fér Dina Slutanvandare, kan larare och
elever pa Din Institution hantera sina skolarbeten och uppgifter via ett Hanterat Apple-ID.
1. iCloud-fildelning. Nar du delar en fil med Skolarbete och anvander ett Hanterat
Apple-ID, ordnas de delade filerna automatiskt i sarskilda klassmappar for elever och
larare pa iCloud Drive. Dina Slutanvandare kommer at sina delade filer med hjalp av
sina Hanterade Apple-ID:n. Anteckningar eller &ndringar i dessa filer kan visas av
Slutanvandare i en klass med vilken Du har delat en fil. Du kan sluta dela filer nar
som helst. Filer som Dina Slutanvéndare har skapat med sina Hanterade Apple-ID:n
lagras tills du raderar dem. Filer som tidigare kopierats till en annan enhet eller dator
raderas dock inte.
2. Elevframsteg. Nar Du registrerar dig for funktionen Elevframsteg i Webbportalen
registreras elevframsteg under aktiviteter som tilldelats i program med ClassKit och
rapporteras i ClassKit-ramverket. Endast aktiviteter som Dina larare har tilldelat med
hjalp av Skolarbete initierar registrering och rapportering av information om
eleviramsteg. Dina Slutanvandare som &r elever kan se information om sina egna
elevframsteg i Skolarbete och i Instéllningar pa sina enheter. Slutanvandare som ar
larare kan visa elevframstegsinformation for alla elever i sina egna klasser for
aktiviteter som de sjalva tilldelar. Elevinformation som skapas vid Din anvandning av
Skolarbete eller program med ClassKit behandlas i enlighet med avsnitt 3 och Bilaga
A till Avtalet. Om Du avregistrerar ett Hanterat Apple-ID fran funktionen for
Elevframsteg, kommer alla Personuppgifter fér dessa elevframsteg som ar kopplade
till detta Hanterade Apple-ID att raderas i enlighet med avsnitt 3L(i).
vii. Appar fran tredje parter. Om Du gor nagra appar fran tredje part tillgangliga for Dina
Slutanvandare for inloggning med deras Hanterade Apple-ID:n samtycker Du till att
sadana appar lagrar data i kontona som &r kopplade till Dina Slutanvandares Hanterade
Apple-ID:n och till att Apple samlar in, lagrar och behandlar sddana data at relevant
utvecklare av appen fran tredje part i samband med Din och/eller Dina Slutanvéndares
anvandning av Tjansten och sadana appar. Appar fran tredje parter kan ha som funktion
att dela sddana data med en annan app som laddats ner frin samma apputvecklare. Du
ansvarar for att sdkerstélla att Du och Dina Slutanvandare féljer alla lagringsbegransningar
och alla tillampliga lagar for varje Hanterat Apple-ID baserat pa de appar fran tredje parter
som Du ger Dina Slutanvandare atkomst att ladda ner.
viii. Ovriga Apple-tjanster. Om Du later Dina Slutanvéndare som inte &r elever logga in
pa andra Apple-tjanster samtycker Du till att lata Apple-tjansterna lagra data pa de konton
som ar kopplade till dessa Slutanvédndares Hanterade Apple-1D:n och till att Apple kan



samla in, lagra och behandla sadana data i anslutning till Din och/eller Dina
Slutanvandares (som inte ar elever) anvandning av Apple-tjansten. Du ansvarar for att
sékerstalla att Du och Dina Slutanvéndare som inte ar elever foljer alla tillampliga lagar fér
varje Hanterat Apple-ID baserat pa den Apple-tjianst som Du ger Dina Slutanvandare
atkomst till. Om Dina Slutanvandare som inte &r elever anvander vissa Apple-tjianster kan
Apple kommunicera med Dina Slutanvéandare om deras anvandning av Tjansten, Apple-
tjdnsterna och uppdateringar i Apple-tjansterna.
E. Anvéndning av Servertoken. Du samtycker till att enbart anvédnda den Servertoken
som Apple tillhandahaller for att registrera Din MDM-Server inom Tjansten, dverfora
Instéllningar f6r MDM-registrering och ta emot klasslistor f6r Hanterade Apple-ID:n. Du ska
sékerstalla att Dina Slutanvandare enbart anvander den information som skickas eller tas emot
med Din Servertoken pa Behdriga Enheter. Du samtycker till att inte tillhandahalla eller
overfora Din Servertoken till nagon annan entitet eller dela den med nagon annan entitet,
forutom Tredjepartsleverantérer av Tjanster. Du samtycker till att vidta lampliga atgarder for att
skydda sakerheten och sekretessen for denna Servertoken och att aterkalla den om den har
réjts eller om Du har skal att tro att den har rojts. Apple férbehaller sig ratten att nar som helst
aterkalla eller inaktivera Servertoken efter eget gottfinnande. Vidare férstar Du och samtycker
till att aterskapandet av Servertoken kommer att paverka Din méjlighet att anvanda Tjansten till
dess att en ny Servertoken har lagts till i MDM-Servern.
F. Lagringskapacitet och anvindningsbegransningar. Det &r forbjudet att Gverskrida
tillampliga eller rimliga anvandningsbegréansningar, till exempel begrénsningar gallande
bandbredd eller lagringskapacitet (till exempel i samband med Sakerhetskopiering till iCloud)
och det kan hindra Dig fran att anvanda nagra av funktionerna i Tjansten, komma at Innehall
eller anvanda vissa, eller alla, Hanterade Apple-ID:n. Om Apple begrénsar den bandbredd
eller lagringskapacitet som &r tillganglig for Dig ska kommersiellt rimliga anstrangningar géras
for att meddela Dig via Tjansten eller pa annat sétt inom tio (10) arbetsdagar fran att
begrénsningen gors.
G. Skicka Innehall. Du har fullt ansvar for allt Innehall Du eller Dina Slutanvandare laddar
upp, laddar ner, publicerar, skickar via e-post, dverfor, lagrar eller pa annat sétt tillgangliggor
med hjalp av Tjansten. Du maste sakerstélla att Dina Slutanvandare har erhallit alla
nodvandiga tillstand eller licenser som &r kopplade till sddant Innehall fran tredje part. Du
forstar att Du genom att anvanda Tjansten kan traffa pa Innehall som Du eller Dina
Slutanvandare anser vara stdétande, opassande eller motbjudande och att Du kan utsétta
andra for innehall som kan uppfattas som anstétligt av dem. Du forstar och godkanner att Du
anvander Tjansten och allt Innehall helt pa egen risk.
H. Tabort Innehall. Du godkanner att Apple inte ar ansvariga eller skadestandsansvariga
pa nagot séatt for Innehall som Du eller Dina Slutanvéandare tillhandahaller. Apple har ratt, men
ar inte skyldiga, att avgoéra huruvida Innehall ar 1ampligt och foljer detta Avtal och kan nar som
helst flytta och/eller ta bort Innehall som bryter mot lagen eller Avtalet, utan féregaende
meddelande och efter eget gottfinnande. Om Apple tar bort Innehall ska kommersiellt rimliga
anstréangningar géras for att meddela Dig.
I. Pakettjanst. Alla funktioner i Tjansten tillhandahalls som del av ett paket och kan inte
sarskiljas fran paketet och anvandas som fristdende program. Apple-mjukvara som
tillhandahalls med en sarskild Apple-markt hardvaruprodukt kanske inte kan anvandas pa
nagon annan modell av Apple-markt hardvara.
J. Lankar och annat material fran tredje part. Sarskilt Innehall och séarskilda
komponenter eller funktioner i Tjansten kan innehalla material fran tredje part och/eller
hyperlankar till andra webbplatser, resurser eller innehall. Du godkanner att Apple inte
ansvarar for att sddana webbplatser och resurser fran tredje part ar tillgangliga och att Apple
inte i nagot fall ar skadestandsskyldiga eller ansvariga fér innehall, annonsering, produkter



eller material pa eller fran sadana webbplatser eller resurser som anvands av Dig eller Dina

Slutanvandare.

K. Kop av appar och bocker.
i. Kop av Innehall. Mojligheten att kopa Innehall fran App Store eller
Apple Books Store med Hanterade Apple-ID:n &r automatiskt avaktiverad. Du kan vélja att
gora det mojligt for Dina Administratorer eller larare och personal att fa atkomst till sddant
Innehall genom att ge dem inképsbehdrighet och atkomst till Programmet fér volyminkép
(Volume Purchase Program, VPP) for att képa Appar och Bocker som ska anvandas i
Tjansten. Din anvéndning av App Store och/eller Apple Books Store sker enligt avsnitt G
och H i Villkor fér Apples Mediatjanster
(https://www.apple.com/se/legal/internet-services/itunes/se/terms.html), i férekommande
fall. Du intygar att Du har behérighet att godkanna, och godkéanner, sadana tillampliga villkor
a Dina behériga Slutanvandares vagnar.
i. Programmet for volyminkoép. Kép som Du valjer att genomféra via Programmet for
volyminkdp fran Apple ar féremal fér VPP-villkoren och levereras till Slutanvéandare eller
tilldelas en enhet genom App Store och/eller Apple Books Store.

L. Uppdateringar och underhall och adndringar i Tjansten.
i. Uppdateringar och underhall. Apple kan fran tid till annan uppdatera Mjukvaran som
anvands i Tjansten. Dessa uppdateringar kan vara sadant som buggfixar,
funktionsforbattringar eller helt nya versioner av Mjukvaran. | vissa fall kan dessa
uppdateringar vara nédvandiga for att Du fortsatt ska kunna anvanda Tjansten eller komma
at alla funktioner i Tjansten. Apple ansvarar inte fér prestanda- eller sékerhetsproblem som
beror pa att Du inte har gjort sddana uppdateringar. Apple maste, fran tid till annan, utféra
underhall av Tjansten. Apple har ingen skyldighet att meddela Dig om underhall men
kommer att géra kommersiellt rimliga anstrangningar fér att meddela Dig i férvadg om
schemalagt underhall.
i. Andringar i Tjansten. Apple har ratt att revidera eller uppdatera Tjénstens funktioner
och utseende fran tid till annan efter eget gottfinnande. Du godkénner att Apple inte har
ansvar gentemot Dig eller nagon tredje part for modifieringar, avstangning eller uppségning
av Tjansten. Tjansten, eller nagon funktion eller del darav, kanske inte finns tillganglig pa
alla sprak eller i alla lander, och Apple garanterar inte att Tjansten, eller nagon funktion eller
del darav, ar lamplig eller tillganglig fér anvandning pa en sarskild plats.

M. Andra avtal. Du godkéanner att villkoren fér kép, tjanster eller andra avtal Du har med

Apple ar separata och atskilda fran villkoren i detta Avtal. Villkoren i detta Avtal reglerar

anvandningen av Tjansten och dessa villkor férsvagas inte och paverkas inte pa nagot séatt av

andra avtal Du kan ha med Apple.

N. Professionella tjanster. Alla professionella tjanster som &ar relevanta fér Tjansten,

sasom konsult- eller utvecklingstjanster som kraver produkter av Apple, ar féremal for avgifter

och ett separat avtal mellan Apple och Institutionen.

O. Elektronisk leverans. Tjansten och all Apple-mjukvara som tillhandahalls enligt Avtalet

(savida den inte ar forinstallerad pa Behoriga Enheter) levereras elektroniskt.

P. Avgifter och skatter. Institutionen ska betala all relevant skatt och alla relevanta avgifter,

om sadana finns, utifran sin anvandning av Tjansten. Du ska lamna bevis fér Din Institutions

skattebefriade status, om sadan finns, pa Apples begéran.

5. AGANDERATT OCH BEGRANSNINGAR SAMT UPPHOVSRATTSMEDDELANDE
A. Du behaller all &ganderatt och alla immateriella rattigheter till Ditt Innehall och
eventuell befintlig mjukvara som &gs av Dig som Du anvander eller kommer at i Tjansten.
Apple och/eller dess licensgivare behaller all &ganderatt och alla immateriella rattigheter till
foljande: (1) Tjansten och verk som harleds fran den, bland annat grafik, anvandargranssnitt,
skript och mjukvara som anvands fér att implementera Tjansten ("Mjukvaran”), (2) all Mjukvara



fran Apple som tillhandahalls Dig som en del i och/eller i samband med Tjansten, inklusive alla
immateriella rattigheter dari, oavsett om dessa har registrerats eller inte och oavsett var i
varlden de finns samt (3) allt som utvecklats eller tillhandahallits av eller pa uppdrag av Apple
enligt detta Avtal. Ingen &ganderatt i ndgon teknik och inga immateriella rattigheter déri ska
overforas enligt detta Avtal. Om Du, nar Du anvander Tjansten, stoter pa Innehall som Du
anser vara olampligt, eller pa annat sétt uppfattar som en dvertradelse av detta Avtal kan Du
rapportera det via https://www.apple.com/legal/contact/. Du godkénner vidare att
i. tjansten (inklusive Apple-mjukvara eller nagon del déarav) innehaller skyddad och
konfidentiell information som &r skyddad av tillampliga immaterialrattsliga lagar och andra
lagar, bland annat upphovsratt.
ii. duinte kommer att, och inte kommer att orsaka eller tillata andra att, anvanda eller
tillgangliggéra sadan skyddad information eller dito material for tredje part pa nagot satt
férutom att anvénda Tjénsten i enlighet med detta Avtal.
ii. ingen del av Tjansten far aterskapas i nagon form eller pa nagot satt, férutom pa det
séatt som uttryckligen tillats i dessa villkor.
iv. du inte far, och inte far orsaka eller tillata andra att, dekompilera, bakatkompilera, ta
isér eller pa annat satt férsoka harleda kéllkod fran Tjansten.
v. Apple, Apple-logotypen, iCloud, iCloud-logotypen, iTunes, iTunes-logotypen och
Apples 6vriga varumarken, servicemarken, grafik och logotyper som anvands i anslutning
till Tjansten &r varumarken eller registrerade varumarken som tillhér Apple Inc. i USA
och/eller andra lander. En lista 6ver Apples varumarken finns pa
https://www.apple.com/legal/intellectual-property/trademark/appletmlist.html). Andra
varumarken, tjnsteméarken, grafiska bilder och logotyper som anvénds i samband med
Tjansten kan vara varuméarken som tillhor respektive innehavare. Du erhaller inga
rattigheter eller licenser till nAgon av ovanndmnda varumarken och Du samtycker vidare till
att Du inte ska ta bort, skymma eller &ndra meddelanden om &ganderétt (inklusive
varumarkes- och upphovsrattsmeddelanden) som kan vara bifogade till eller finnas i
Tjansten.
vi. under detta Avtals Avtalsperiod ge Apple ratten att anvédnda Dina méarken, enbart i
anslutning till att Apples utdvar sina rattigheter och uppfyller sina skyldigheter i enlighet med
detta Avtal.
vii. Du kan fa atkomst till Innehall fran Tredje Part som en del av Tjansten.
Tredjepartsagaren eller den som tillhandahaller Innehall fran Tredje Part behaller alla
aganderatter och immateriella rattigheter for och till detta innehall, och Din réatt att anvénda
sadant Innehall fran Tredje Part regleras av de villkor som anges av tredjepartsagaren eller
den som tillhandahaller innehallet.
viii. Du inte far licensiera, sélja, hyra ut, leasa, tilldela, distribuera, dela eller tillata
tidsdelning eller tjanstebyraanvandning, eller pa annat satt kommersiellt utnyttja eller
tillgangliggéra Tjansten och/eller nagon komponent darav till en tredje part, férutom vad
som medges i villkoren i detta Avtal.

Du samtycker till att om Du 6vertrader villkoren i foregaende mening bar Apple inget ansvar
eller skadestandsansvar for eventuella skador eller ansprak som uppstar av eller i anslutning till
Dina handlingar, bland annat en Sékerhetsévertradelse Géllande Information eller
Personuppgiftsincident.

B. Foljande galler nar Du skickar eller lagger upp material eller Innehall genom Tjansten: (i)
Du garanterar att Du ager detta material och/eller har n6dvandiga rattigheter, licenser och
tillstand for att distribuera det och (ii) Du ger Apple en varldsomfattande, royalty-fri, icke-
exklusiv, dverforbar licens att anvénda, distribuera, reproducera, andra, publicera, éversatta,
utféra och offentligt visa sadant Innehall i Tjansten enbart for Apples utférande av Tjansten,



utan nagon ersattning eller skyldighet gentemot Dig. Du forstar att, i syfte att erbjuda Tjansten
och goéra Ditt Innehall tillgangligt dari, kan Apple 6verfoéra Ditt Innehall till flera offentliga
natverk, i olika medier och &ndra Ditt Innehall for att efterleva tekniska krav fran natverk,
enheter eller utrustning fér anslutning. Du godkanner att Apple har ratt, men inte ar skyldiga,
att vidta sddana atgarder enligt den licens som ges i Avtalet.

C. Upphovsrattsmeddelande — DMCA. Om Du tror att ndgon har inkréktat pa nagot
Innehall som Du har upphovsrétt till genom att anvanda Tjansten ska Du kontakta Apples
upphovsrattsombud enligt beskrivning i Apples Upphovsréattspolicy pa
(https://www.apple.com/legal/contact/copyright-infringement.html). Apple kan efter eget
gottfinnande stanga av eller saga upp konton som tillhdr Slutanvédndare som befinns krénka
upphovsratten.

6. EULA
A. Villkor i Licensavtal fér Slutanvéndare. | syfte att anvanda Tjansten maste Du
och/eller Dina Slutanvandare godkénna villkoren i Licensavtalet for Slutanvandare (EULA) fér
all Apple-mjukvara som kravs for att anvanda Tjansten och fér annan Apple-mjukvara som Du
véljer att anvanda med Tjéansten. For att anvanda Tjansten maste Dina Administratérer
godkanna EULA foér Apple-mjukvaran i Webbportalen innan Apple-mjukvaran distribueras pa
Behdriga Enheter for Slutanvandare. Om EULA fér Apple-mjukvaran har &ndrats behdver Din
Administrator ga tillbaka till Webbportalen och godkénna dessa EULA for att fortsatta anvanda
Tjansten. Du samtycker till att Du inte kommer att kunna anvanda Tjansten, eller delar eller
funktioner déri, inklusive att koppla ytterligare Behdriga Enheter till Din MDM-server, innan
dessa EULA har godkants. Du ansvarar for att dessa EULA lamnas till Dina Slutanvéndare och
att varje Slutanvandare ar medveten om och efterlever villkoren i EULA fér Apple-mjukvaran.
Du samtycker vidare till att Du ansvarar for att erhalla nédvandiga samtycken for Dina
Slutanvandares anvandning av Apple-mjukvaran. Du samtycker till att dvervaka och ha fullt
ansvar for alla Dina Slutanvandares anvéandning av Apple-mjukvaran som tillhandahalls i
enlighet med Avtalet. Du godkénner att kraven och begrasningarna i detta Avtal galler fér Din
anvandning av Apple-mjukvara for Tjansten oavsett om dessa villkor finns med i relevant
EULA.

7. AVTALSPERIOD, UPPSAGNING, AVSTANGNING OCH FOLJDER AV UPPSAGNING
A. Avtalsperiod. Avtalet trader i kraft det datum da Du godkanner det och fortsétter att
gélla till dess att det ségs upp i enlighet med detta Avtal ("Avtalsperioden”).
B. Uppsagning pa initiativ av Apple. Apple kan séga upp Avtalet nar som helst och av
vilken anledning som helst om Apple ger dig ett skriftligt meddelande trettio (30) dagar i
forvag. Vidare kan Apple nar som helst och utan féregdende meddelande med omedelbar
verkan séga upp eller stédnga av alla eller en del Hanterade Apple-ID:n och/eller atkomst till
Tjansten om féljande sker: (a) dvertradelser av detta Avtal inklusive, men inte begréansat till,
avsnitt 4A. ("Anvandningsbegransningar”) eller andra riktlinjer som det refereras till i Avtalet
och/eller som publiceras i Tjansten, (b) en forfragan och/eller féreskrift fran brottsbekéampande
organ, domstol eller annan myndighet, (c) i fall da tillhandahallandet av Tjansten till Dig &r eller
kan bli olagligt (d) ovantade tekniska eller sékerhetsrelaterade problem, (e) Du deltar/har
deltagit i bedragliga eller olagliga aktiviteter, (f) Du eller eventuella entiteter eller personer som
direkt eller indirekt kontrollerar Dig eller som star under gemensam kontroll med Dig (dar
"kontroll” har den betydelse som definieras i avsnitt 11(D)) ar eller blir foremal fér sanktioner
eller andra begransningar i de lander eller regioner dar Tjansten tillhandahalls, eller (g) Din
underlatenhet att betala avgifter, om sadana finns, i relation till Tjansten och du inte atgardar
detta inom trettio (30) dagar efter att ha fatt en skriftlig betalningspaminnelse. Apple kan saga
upp eller stdnga av Tjansten efter eget gottfinnande och ansvarar inte gentemot Dig eller



annan tredje part for eventuella skador som kan vara resultat av eller uppsta ur sadan
uppségning eller avstangning.

C. Uppséagning av Dig. Du kan nar som helst sluta att anvanda Tjansten. Om Du raderar
ett Hanterat Apple-ID har Du och berérd Slutanvandare inte atkomst till Tjansten. Det kan vara
sa att denna atgard inte kan aterkallas.

D. Foljder av uppsédgning. Om Avtalet ségs upp eller 16per ut upphér de rattigheter som
beviljats en part av den andra omedelbart, med férbehall fér avsnitt 11L (Villkorens fortsatta
varaktighet) i detta Avtal.

E. Tredje parters rattigheter. Du far under inga omsténdigheter inga ett avtal med en tredje
part som paverkar Apples rattigheter eller binder Apple pa nagot séatt utan féregaende skriftligt
medgivande fran Apple, och Du far inte offentliggéra sadant avtal utan féregaende skriftligt
meddelande fran Apple.

8. SKADEERSATTNING
| den utstrackning det ar tillatet enligt tillamplig lag samtycker Du till att gottgéra, hélla skadeslos,
och pa begéran av Apple, forsvara Apple, dess styrelseledaméter, medarbetare, aktiedgare,
leverantorer och ombud (var och en kallas en “Skadeslos Apple-part”) fran alla ansprak,
skadestandsansvar, atgarder, skador, krav, forlikningar, utgifter, avgifter, kostnader och férluster
av alla slag, bland annat kostnader fér advokat och domstol (kallas gemensamt "Férluster”), som
en Skadeslts Apple-part adragit sig som en foljd av eller i anslutning till ndgot av féljande: (a) allt
Innehéll som Du och/eller Dina Slutanvandare skickar, lagger upp, 6verfor eller pa annat vis
tillgéngliggér genom Tjansten, (b) Dina och/eller Dina Slutanvandares faktiska eller pastddda
Overtradelser av eller underlatenhet att félja ndgon certifiering, dverenskommelse, skyldighet,
representation eller garanti i detta Avtal eller (c) Din och/eller Dina Slutanvéndares &vertradelse av
nagon annans rattigheter eller lagar, regler och bestammelser. Du samtycker till att Tjansten inte &r
avsedd att anvéndas i situationer dar fel eller oriktigheter i innehallet, funktionerna, tjansterna, data
eller information som tillhandahalls i Tjiansten eller Apple-mjukvara, eller fel i Tjansten eller Apple-
mjukvara, kan leda till dédsfall, personskada eller allvarlig fysisk eller miljdmassig skada. | den
utstrackning det ar tillatet enligt lag samtycker Du vidare till att gottgéra, férsvara och hélla
skadeslOs varje Skadeslos Apple-part fran Forluster som dessa Skadeslésa Apple-parter adrar sig
pa grund av sddan anvandning av Dig eller Dina Slutanvandare. Denna skyldighet fortsatter att
gélla efter att Avtalet har sagts upp eller forfallit och/eller Du har slutat anvanda Tjansten.

9. ANSVARSFRISKRIVNING
DU GODKANNER UTTRYCKLIGEN ATT, | DEN UTSTRACKNING DET AR TILLATET
ENLIGT TILLAMPLIG LAG, TILLHANDAHALLS TJANSTEN, APPLE-MJUKVARA SAMT
TILLHORANDE INNEHALL, FUNKTIONER ELLER MATERIAL "I BEFINTLIGT SKICK” OCH "
MAN AV TILLGANGLIGHET”. APPLE OCH DESS FILIALER, DOTTERBOLAG,
MEDARBETARE, STYRELSELEDAMOTER, OMBUD, PARTNER OCH LICENSGIVARE
(KALLAS GEMENSAMT "APPLE” FOR DET SOM AVSES | AVSNITT 9 OCH 10)
FRISKRIVER SIG UTTRYCKLIGEN FRAN ALLA GARANTIER, UTTRYCKTA ELLER
UNDERFORSTADDA, BLAND ANNAT UNDERFORSTADDA GARANTIER OM
SALJBARHET, LAMPLIGHET FOR ETT SARSKILT ANDAMAL SAMT ATT DET INTE
FORELIGGER NAGOT INTRANG. APPLE FRISKRIVER SIG | SYNNERHET FRAN
GARANTIER OM (1) ATT TUANSTEN UPPFYLLER DINA KRAV (Il) ATT DU KOMMER ATT
KUNNA ANVANDA TJANSTEN VID ALLA TIDPUNKTER, UTAN AVBROTT, PAETT
SAKERT SATT ELLER UTAN FEL, FORLUST, SKADOR, ANGREPP, VIRUS ELLER
HACKNING, (Ill) ATT ALL INFORMATION SOM DU ERHALLER SOM ETT RESULTAT AV
TJANSTEN AR KORREKT OCH TILLFORLITLIG OCH (IV) ATT ALLA SKADOR ELLER FEL |
DEN MJUKVARA SOM TILLHANDAHALLS SOM EN DEL AV TJANSTEN KOMMER ATT
KORRIGERAS.



DU GODKANNER ATT APPLE FRAN TID TILL ANNAN KAN TA BORT TJANSTEN PA
OBESTAMD TID ELLER AVBRYTA TJANSTEN | ENLIGHET MED VILLKOREN | AVTALET.
ALLT MATERIAL SOM LADDAS NER ELLER PA ANNAT SATT ERHALLS VIA
ANVANDNING AV TJANSTEN OPPNAS PA EGET ANSVAR OCH EGEN RISK OCH DU AR
ENSAM ANSVARIG FOR EVENTUELLA SKADOR PA DIN ENHET ELLER DATOR ELLER
DATAFORLUSTER SOM BEROR PA ATT SADANT MATERIAL HAR LADDATS NER. DU
GODKANNER VIDARE ATT TJANSTEN INTE AR AVSEDD FOR ELLER LAMPLIG ATT
ANVANDA | SITUATIONER ELLER MILJOER DAR FUNKTIONSFEL ELLER
FORDROJNINGAR, ELLER FEL ELLER ORIKTIGHETER | INNEHALL, DATA ELLER
INFORMATION SOM TILLHANDAHALLS | TJANSTEN KAN LEDA TILL DODSFALL,
PERSONSKADA ELLER ALLVARLIG FYSISK SKADA ELLER SKADOR PA MILJON.

10. BEGRANSNING AV SKADESTANDSANSVAR

11.

| DEN UTSTRACKNING DET AR TILLATET ENLIGT TILLAMPLIG LAG SKA APPLE INTE PA
NAGOT SATT HA NAGOT ANSVAR FOR DIREKTA, INDIREKTA, OFORUTSEDDA ELLER
SARSKILDA SKADOR, PERSONSKADOR, FOLJDSKADOR ELLER AVSKRACKANDE
SKADOR, BLAND ANNAT SKADOR | FRAGA OM FORLUST AV VINST, SKADADE DATA
ELLER DATAFORLUST, GOODWILLFORLUST, FEL | ATT SKICKA ELLER TA EMOT DATA
(BLAND ANNAT KURSANVISNINGAR, -UPPGIFTER OCH -MATERIAL), KOSTNADER FOR
ATT INFORSKAFFA ERSATTNINGSARTIKLAR ELLER -TJANSTER,
VERKSAMHETSAVBROTT ELLER ANDRA FAKTISKA ELLER ABSTRAKTA SKADOR
ELLER FORLUSTER (AVEN OM APPLE HAR MEDDELATS OM RISKEN FOR SADANA
SKADOR) SOM AR RELATERADE TILL ELLER BEROR PA: () ANVANDNINGEN AV ELLER
OFORMAGAN ATT ANVANDA TJANSTEN, APPLE-MJUKVARA, FUNKTIONER, INNEHALL,
MATERIAL ELLER TREDJE PARTS MJUKVARA | ANSLUTNING TILL TJANSTEN, (1l)
ANDRINGAR SOM GORS | TJANSTEN ELLER TILLFALLIGT ELLER PERMANENT
AVBROTT | TJANSTEN ELLER DELAR DARAV (lll) OBEHORIG ATKOMST TILL, ELLER
ANDRING AV, TJANSTEN, DINA SANDNINGAR ELLER DATA (IV) BORTTAGNING AV,
SKADOR | ELLER UNDERLATENHET ATT LAGRA OCH/ELLER SKICKA ELLER TA EMOT
DINA SANDNINGAR ELLER DATA | ELLER VIA TJANSTEN (V) YTTRANDEN ELLER
BETEENDE FRAN TREDJE PARTER | TUANSTEN ELLER (VI) ANDRA FRAGOR SOM AR
KOPPLADE TILL TJANSTEN.

OVRIGT

A. Parterna. Avtalet ska inte tolkas som att det skapar en ombudsrelation eller ett
samarbete, samriskprojekt, forvaltaruppdrag eller nagon annan form av juridisk férening mellan
Dig och Apple, och Du ska inte uppge motsatsen, uttryckligen eller underforstatt, genom
upptradande eller pa annat satt. Férutom det som uttryckligen anges i Avtalet ar detta Avtal
inte till forman for nagon annan tredje part.

B. Avstaende och tilldelning. Inget dréjsmal eller ingen underlatenhet att vidta atgarder i
enlighet med Avtalet utgér ett avstdende savida det inte har uttryckts skriftligen och
undertecknats av en vederborligen behorig representant for Apple, och inget enskilt avstadende
ska tolkas som ett fortsatt eller efterféljande avstdende. Detta Avtal far inte 6verlatas av Dig i
sin helhet eller delvis. Alla dverlatelser ar ogiltiga.

C. Verifiering. | den utstrackning det ar tillatet enligt tillamplig lag kan Apple verifiera Din
anvandning av Tjansten (via mjukvara for fjarrverktyg eller pa annat satt) for att kontrollera att
villkoren i Avtalet efterlevs. Du samtycker till att samarbeta med Apple i den har
verifieringsprocessen och erbjuda rimlig hjalp och atkomst till relevant information. Sadan
verifiering ska inte orimligt stéra Din normala verksamhet och Du godkénner att Apple inte
ansvarar for eventuella kostnader eller utgifter som Du asamkas pa grund av att Du
samarbetar i verifieringsprocessen.



D. Exportkontroll. Anvandningen av Tjansten och Mjukvaran, inklusive dverféring,
publicering eller uppladdning av data, mjukvara eller annat Innehall via Tjansten, kan omfattas
av USA:s och andra landers export- och importlagar. Du samtycker till att félja alla tillampliga
lagar och férordningar avseende export och import. | synnerhet, men utan begransningar, far
Mjukvaran inte exporteras eller vidareexporteras till (a) Iander for vilkka USA har utfardat
handelsférbud eller (b) personer som finns upptagna pa listan "Specially Designated Nationals
som sammanstalls av det amerikanska finansdepartementet (U.S. Treasury Department) eller
listorna "Denied Person's List” eller "Entity List” som publiceras av det amerikanska
handelsdepartementet (U.S Department of Commerce). Genom att anvanda Mjukvaran eller
Tjansten intygar du att du inte vistas i ett sddant land och att du inte finns upptagen pa nagon
av de ovan ndmnda listorna. Du samtycker aven till att du inte kommer att anvanda Mjukvaran
eller Tjansten for nagot syfte som ar férbjudet enligt amerikansk lag, inklusive, utan
begransning, for att utveckla, utforma, tillverka eller producera missiler, karnvapen eller
kemiska eller biologiska vapen. Du samtycker aven till att inte éverféra nagra data eller nagon
mjukvara till ditt konto som (a) ar féremal for internationella regelverk fér vapenhandel eller (b)
inte kan exporteras utan foregaende skriftligt myndighetstillstand, bland annat vissa typer av
krypteringsmjukvara och kéllkod, utan att férst inhamta tillstand att géra detta. Denna férsakran
och detta samtycke ska gélla aven efter uppségning av Avtalet.

Du intygar och garanterar att Du och eventuella personer eller enheter som direkt eller indirekt
kontrollerar Dig eller som star under gemensam kontroll med Dig, inte: (a) star med pa
eventuella sanktionslistor i de lander eller regioner dar Tjansten tillhandahalls, (b) gor affarer i
nagon av landerna eller regionerna som ar féremal fér embargo av USA eller (c) ar militar
slutanvandare enligt den definition och omfattning som beskrivs i 15 C.F.R § 744. Inom avsnitt
11(D) innebar "kontrollerar” att en entitet eller en person innehar, direkt eller indirekt, formagan
att styra eller paverka styrningen av hanteringspolicyerna for den andra entiteten, vilket kan
ske genom &gande av aktier med rdstratt, genom innehav av hogsta aktiekapital, genom ett
géllande avtal eller pa andra satt.

E. Radande lagstiftning. Institutionen ska, och ska sékerstélla att Institutionens alla
medarbetare, leverantérer och ombud ska, efterleva alla lagar, regler och bestdmmelser som
rér anvéndningen av Tjansten, bland annat de vars syfte ar att bekdmpa mutor och korruption,
sasom den amerikanska lagen Foreign Corrupt Practices Act, brittiska Bribery Act, principerna
i OECD-konventionen om bekdmpande av bestickning av utlandska offentliga tjansteméan samt
alla motsvarande lagar i alla lander déar verksamhet kommer att bedrivas eller tjanster att
utféras i enlighet med Avtalet.

F. Slutanvdndare inom den federala regeringen. Tjansten, Apple-mjukvara och relaterad
dokumentation & Kommersiella Féremal (Commercial ltems) enligt termens definition i 48
C.F.R. §2.101, och bestar av Kommersiell Datormjukvara (Commercial Computer Software)
och Dokumentation fér Kommersiell Datormjukvara (Commercial Computer Software
Documentation), enligt hur dessa termer anvands i 48 C.F.R. §12.212 eller 48 C.F.R.
§227.7202, enligt vad som é&r tillampligt. | enlighet med 48 C.F.R. §12.212 eller 48 C.F.R.
§227.7202-1 till 227.7202-4, enligt vad som ar tillampligt, licensieras Kommersiell
Datormjukvara och Dokumentation fér Kommersiell Datormjukvara till slutanvéandare inom den
amerikanska regeringen (a) enbart som Kommersiella Féremal och (b) enbart med de
rattigheter som ges till alla slutanvandare i enlighet med villkoren i Avtalet. Réatten till icke
publicerat material (unpublished rights) férbehalls enligt amerikansk upphovsrétt.

G. Advokatkostnader. | den utstrackning det ar tillatet enligt tillamplig lag galler att om
ansprak eller forfaranden, oavsett om de ar réattsliga, administrativa, enligt lag eller
billighetsratt, inleds eller vidtas for att vidmakthalla eller tolka nagot av villkoren eller
bestdmmelserna i Avtalet (férutom medling i enlighet med Avtalet) ska den segrande parten i



sadant ansprak eller forfarande ha rétt till ersattning for skaliga advokatkostnader, avgifter for
expertvittnen, kostnader for mal och utgifter utdver eventuell annan erséattning som den
segrande parten kan ha ratt till. Begreppet "segrande part” anvands har i betydelsen av, bland
annat, en part som avstar fran ett ansprak om erséattning enligt Avtalet i utbyte mot betalning av
de belopp som parten har ratt till, utférande av bestdmmelser som har vertratts eller
ersattning som till stor del &r likvardig den som kréavs i talan.

H. Tillamplig lag. Om Din Institution &r en offentlig och ackrediterad utbildningsinstitution i
USA, lyder det har Avtalet under och ska tolkas i enlighet med lagarna i den delstat dar Din
Institution har sin hemvist, med undantag fér det organ av statlig lag som avser lagkonflikter.
Du och Apple samtycker harmed till att personlig jurisdiktion och exklusiv domsrétt ges Hill
federala domstolar i den delstat dér Din Institution har sin hemvist.

Foér alla évriga institutioner med hemvist i USA eller som omfattas av amerikansk lag enligt
Avtalet, ska detta Avtal styras av och tolkas enligt lagarna i delstaten Kalifornien, som dessa
tillampas pa avtal som ingas och ar avsedda att anvandas inom Kalifornien mellan invanare i
Kalifornien. Parterna samtycker vidare till, och fransager sig méjligheten att invanda mot,
personlig jurisdiktion och domsrétt i nagot av féljande forum: U.S. District Court for the
Northern District of California, California Superior Court for Santa Clara County eller annat
forum i Santa Clara County, for alla tvister som uppkommer fran detta Avtal.

Om du befinner dig utanfér USA ska géllande lagar och forum vara lagar och domstolar i
hemvistlandet fér den Apple-entitet som tillhandahaller Tjansten till Dig enligt definitionen i
avsnitt 11M.

Om Du ar en internationell, mellanstatlig organisation som har tilldelats immunitet fran
nationella domstolars jurisdiktion genom Din mellanstatliga stadga eller éverenskommelse, ska
alla kontroverser eller ansprak som uppstar ur eller relaterar till detta Avtal, eller brott mot det,
bestdmmas genom skiliedom enligt reglerna for skiljeférfarande fér den internationella
handelskammaren ("ICC-reglerna”) som galler vid tidpunkten fér ansékan om skiljeférfarande
av tre skilieméan som utsetts i enlighet med sadana regler, och kommer att genomféras enligt
reglerna fran International Bar Association (IBA) om bevisupptagning inom internationellt
skiljeférfarande. Platsen for skiljeférfarandet ska vara London, England. Skiljeférfarandet ska
genomféras pa engelska. Pa Apples begéaran samtycker Du till att tillhandahalla bevis pa Din
status som mellanstatlig organisation med sadana privilegier och immuniteter.

FN-konventionen angdende avtal om internationella kbp av varor undantas uttryckligen fran
tillampning pa detta avtal.

. Meddelanden. Savida inget annat anges i Avtalet maste alla meddelanden som kravs
och ar tillatna i enlighet med Avtalet eller kréavs enligt lag ske i skriftlig form och féljande géller:
(a) de maste levereras personligen, (b) de maste skickas via amerikanska posten eller (c) de
maste skickas med flyg till ndsta dag. | alla dessa fall maste de vara fullt frankerade och
skickas pa korrekt vis till: Apple Inc., Apple Developer Legal (Apple School Manager), One
Apple Park Way, 37-21SM, Cupertino, Kalifornien 95014 USA. Bada parter kan &ndra sina
adresser fér meddelande genom att meddela den andra parten i enlighet med detta avsnitt.
Meddelanden anses ha getts vid tidpunkten fér personlig leverans, tre (3) arbetsdagar efter
séndning med post enligt beskrivning ovan eller en (1) dag efter leverans till en flygtjanst dver
natten. Du samtycker till att ta emot meddelanden via e-post och godkanner att meddelanden
som Apple skickar till Dig pa elektronisk vag uppfyller alla juridiska kommunikationskrav.



J. Force Majeure. Ingen av parterna ansvarar fér underlatenhet eller dréjsmal i utférande
som beror pa krigshandlingar, fientligheter, terrorism, civil olydnad, brand, jordbavning,
katastrof, naturkatastrofer, olyckor, pandemi, arbetsoroligheter, myndigheters begransningar
(inklusive avvisande eller annullering av export/import eller annan licens) eller andra handelser
som &r utom rimlig kontroll f6r den forpliktade parten sa lange som denna part, inom fem (5)
arbetsdagar fran upptackt av saddan force majeure-handelse, meddelar den andra parten
skriftligen. Bada parter ska gora skaliga anstrangningar for att lindra effekterna av en force
majeure-handelse. Om en force majeure-handelse intraffar ska tiden for utférandet eller
avhjélpande utbkas med samma tid som force majeure-héndelsen varar, men aldrig mer &n
trettio (30) dagar. Detta avsnitt befriar inte parterna fran skyldigheten att uppratta och efterleva
rimliga metoder for katastrofaterstéllning.

K. Fullstandig 6verenskommelse, Enskilda avtalsbestammelsers ogiltighet och
Andringar i Avtalet. Detta Avtal utgér hela avtalet mellan Dig och Apple géllande Din
anvandning av Tjansten och ersétter helt alla tidigare avtal mellan Dig och Apple géllande
Tjansten. Du kan &ven styras av ytterligare villkor som kan gélla nér Du anvander
samarbetstjanster, innehall fran tredje part eller mjukvara fran tredje part. Savida inget annat
anges i Avtalet géllande Tjansten ska inget i Avtalet ersatta EULA for Apple-mjukvara. Detta
avtal far endast andras i den omfattning som uttryckligen ar tillatet enligt detta avtal (till
exempel efter att Apple har meddelat Dig). Om Du inte godkénner sddana andringar har Apple
réatt att sdga upp Avtalet och Ditt konto. Om nagon del av Avtalet bedéms vara ogiltigt eller inte
verkstallbart ska den delen tolkas pa ett satt som ar férenligt med tillampliga lagar for att sa
nara som mojligt spegla parternas ursprungliga avsikter, och aterstaende delar ska forbli giltiga
och i kraft. Apples underlatenhet att utéva eller vidmakthalla nagon rattighet eller bestammelse
i Avtalet ska inte utgora ett avstaende i frdga om denna rattighet eller bestammelse.
Overséttning av Avtalet gérs efter lokala krav och om den engelska versionen inte stimmer
6verens med versioner pa andra sprak ar det den engelska versionen av Avtalet som géller.

L. Villkorens Fortsatta Varaktighet. Alla villkor i Avtalet, inklusive alla tilldgg och réttelser,
som normalt avses fortsatta efter att Avtalet sagts upp eller forfallit ska fortsatta att galla.

M. Definitioner. | Avtalet géller foljande, savida inget annat anges:

"Administratér” innebér en medarbetare eller leverantdr (eller Tredjepartsleverantér av
Tjanster) hosttill Institutionen som &r en behdrig representant och agerar for Institutionens
rakning fér kontohantering, bland annat genom att administrera servrar, éverféra MDM-
tillhandahallandeinstaliningar och lagga till enheter i Institutionens konton, skapa och hantera
Hanterade Apple-ID:n och utféra andra uppgifter fér att administrera Tjénsten, i enlighet med
Avtalet.

”Apple”, s& som det anvands hari, avser*:

« Apple Canada Inc., pa adressen 120 Bremner Blvd., Suite 1600, Toronto ON M5J 0AS8,
Kanada, fér anvéndare i Kanada eller dess territorier och besittningar;

« iTunes K.K., pa adressen Roppongi Hills, 6-10-1 Roppongi, Minato-ku, Tokyo 106-
6140, Tokyo, fér anvandare i Japan;

«  Apple Pty Limited, pa adressen Level 2, 20 Martin Place, Sydney NSW 2000,
Australien, fér anvandare i Australien, Nya Zeeland, inklusive ébesittningar, territorier och
anknutna jurisdiktioner;

«  Apple Distribution International Ltd., pa adressen Hollyhill Industrial Estate, Hollyhill,
Cork, Irland, for anvandare i Europeiska ekonomiska samarbetsomradet och Schweiz;



« Apple Inc., pa adressen One Apple Park Way, Cupertino, California, 95014, USA, for
alla andra anvandare.

« Apple Services LATAM LLC, pa adressen 1 Alhambra Plaza, Ste. 700 Coral Gables,
Florida 33134, USA, for Institutioner i Mexiko, Centralamerika, Sydamerika eller nagot karibiskt
land eller territorium (exklusive Puerto Rico).

"Apples Anstéllda” innebar Apples medarbetare, ombud och/eller leverantérer.

"Apple-tjanster” avser App Store, Apple Books, Apple Online Store, AppleCare,
Apple Teacher Learning Center och andra Apple-tjanster som ar tillgéngliga fér Dina
Slutanvandare enligt detta Avtal.

"Apple-mjukvara” innebér iOS, macOS, Skolarbete och tvOS samt efterféljande versioner
déarav.

"Apples Tjansteleverantér” och "Tjénsteleveranttr” innebar en tredje part som utfér vissa
uppgifter at Apple, till exempel behandling och lagring av data och tillhandahallande av
kundservice, i samband med att Apple tillhandahaller Tjansten.

"Behdriga Enheter” innebéar Apple-hardvara som &ags eller kontrolleras av Dig (eller som Dina
Slutanvandare sjélva &ger (till exempel BYOD-enheter)), som ar avsedda att enbart anvéndas
av Slutanvandare och som uppfyller tilldmpliga tekniska specifikationer och krav for
anvandning i Tjansten. Trots ovanstaende far Du inte registrera BYOD-enheter i évervakad
enhetshantering som en del av Tjansten och de far inte laggas till i Ditt konto.

"Innehall” innebar all information som kan genereras eller patraffas genom att anvénda
Tjansten, till exempel datafiler, enhetsegenskaper, skriven text, mjukvara, musik, grafik,
fotografier, bilder, ljud, videor, meddelanden och annat sasom material inklusive
Personuppgifter.

"Slutanvandare” innebér Institutionens medarbetare, larare, personal, leverantérer (eller
Tredjepartsleverantorer av Tjanster), Administratérer och/eller elever, beroende pa vad som ar
tillampligt, som har fatt behdrighet av Institutionen eller & Institutionens vagnar att anvanda
Tjansten i enlighet med Avtalet.

"Licensavtal for slutanvéndare” eller "'EULA” (End User License Agreement) avser villkoren i
programlicensavtalet fér Apple-mjukvaran.

"GDPR” betyder Europaparlamentets och radets férordning (EU) 2016/679 av den 27 april
2016 om skydd for fysiska personer med avseende pa behandling av personuppgifter och om
det fria flodet av sddana uppgifter och om upphavande av direktiv 95/46/EG.

"ISO 27001-certifiering” betyder en certifiering enligt ISO/IEC 27001:2013 eller jamférbar
certifiering som omfattar Tjansterna.

"ISO 27018-certifiering” betyder en certifiering enligt ISO/IEC 27018:2014 eller jamférbar
certifiering som omfattar Tjansterna.

"Installningar fér MDM-registrering” innebér instéliningar for en Apple-mérkt produkt som kan
konfigureras och hanteras som en del av Tjansten, bland annat det inledande
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registreringsflédet for en enhet och installningar fér att évervaka en enhet, géra
konfigurationen obligatorisk eller lasa en MDM-profil.

"MDM-servrar” innebar datorer som &gs eller kontrolleras av Dig (eller en Tredjepartsleverantér
av Tjanster som handlar & Dina vagnar) och som har utsetts till att kommunicera med
Tjansten.

"Personuppgifter” betyder uppgifter som rimligen kan anvandas fér att identifiera en individ
som kontrolleras av Institutionen enligt Avtalet. Personuppgifter kan réra elever, larare,
Administratérer, medarbetare och leverantérer hosttill Institutionen, sasom information kopplad
till ett Hanterat Apple-ID. Personuppgifter omfattar inte information som har sammanstéllts,
anonymiserats eller avidentifierats pa ett satt som gor att uppgifterna inte langre kan kopplas
till eller associeras med en individ pa ett rimligt satt.

"Servertoken” innebér kombinationen av Din offentliga nyckel, Ditt Hanterade Apple-ID och en
token som tillhandahalls av Apple och som tillater Dina MDM-servrar att registreras for
Tjansten.

"Tjansten” innebar Apple School Manager-tjansten (och alla komponenter och funktioner dari)
for en Institutions hantering av Behériga Enheter, Innehall, Hanterade Apple-ID:n och iCloud-
lagring ansluten till sddana hanterade Apple-ID:n, och behoriga Slutanvandares atkomst och
anvandning via Webbportalen och andra webbplatser och tjanster fran Apple, till exempel
iCloud, som Apple tillgangliggdr for Institutionen i enlighet med detta Avtal.

"Innehall fran Tredje Part” innebér alla datafiler, enhetsegenskaper, all skriven text, mjukvara,
musik, grafik, alla fotografier, bilder, ljud, videor, meddelanden och annat liknande material, i
alla format, som erhalls eller harrér fran kallor fran tredje part som inte &r Apple och som gors
tillgangligt fér Dig genom, inom eller i anslutning till Din anvéndning av Tjansten.

"Tredjepartsleverantorer av Tjanster” innebar en tredje part som tillhandahaller en tjanst at Dig
i enlighet med villkoren i detta Avtal.

”"Du/Dig”, "Ditt/Din/Dina” och ”Institution” innebar den institution som ingar detta Avtal. For att
undvika missférstand ska ségas att Institutionen ansvarar for att Avtalet efterlevs av dess
medarbetare, leverantorer, Tredjepartsleverantérer av Tjanster och ombud som &r behoriga att
utdva rattigheter i enlighet med Avtalet for Institutionens rékning.

"Ditt Innehall” innebér alla datafiler, enhetsegenskaper, all skriven text, mjukvara, musik, grafik,
alla fotografier, bilder, ljud, videor, meddelanden och annat liknande material (inklusive
Personuppgifter enligt definitionen ovan) i alla format, som tillhandahalls av Dig eller fér Dina
Slutanvandares réakning vars Innehall lagras eller kors pa eller via Tjansten.

"Webbportal” innebar den webbaserade plattform som tillhandahalls av Apple och som gor det
mojligt fér Dig att hantera Tjansten.
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BILAGA A
Integritetsmeddelande for Elevers Personuppgifter

Dina Elevers Hanterade Apple-ID:n
Med det Hanterade Apple-ID som Du skapar kan eleverna dra nytta av de Apple-funktioner och
tjdnster du véljer att géra tillgéngliga i utbildningssyfte. Elever kan till exempel anvanda sina
Hanterade Apple-ID:n for att géra féljande:
* Ringa och ta emot video- och réstsamtal med FaceTime
+ Skapa och dela bilder, dokument, videor, ljudmeddelanden och meddelanden med hjélp av
Kamera, Bilder, iCloud-bilddelning, Meddelanden, Mail, iWork och andra Apple-appar
+ Interagera med appen Klassrum, dér larare och Administratérer kan végleda eleverna
genom lektionerna och visa sina enhetsskarmar
« Spara kontakter, kalenderhandelser, anteckningar, paminnelser, bilder, dokument och
sékerhetskopior pa iCloud
« Oppna och sbka pa internet och i internetresurser via Safari och Spotlight
+ Registrera och dela sina framsteg i appar med ClassKit om funktionen Elevframsteg har
aktiverats i Apple School Manager
+ Anvanda Skolarbete for att visa klassuppgifter, ga till tilldelade appaktiviteter, samarbeta
med l&rare och andra elever samt skicka in arbete

Apple kommer inte att medvetet samla in, anvanda eller 6verlamna Personuppgifter fran Dina elever
utan deras samtycke. Du samtycker till att Du ansvarar for att samla in samtycke fran, och erbjuda
tillracklig férhandsinformation till, elever och/eller féréldrar, dar detta krévs enligt lag, for att skapa
Hanterade Apple-ID:n, lata Apple tillhandahalla Tjansten med hjélp av Hanterade Apple-ID:n och
samla in, anvanda och éverlamna Personuppgifter fér elever som Du eller Dina Slutanvandare
tillhandahaller Apple genom Tjansten, inklusive eventuella extra funktioner och tjanster Du gor
tillgangliga fér Dina elever.

Apple kan vidta ytterligare steg for att verifiera att den person som ger tillstand att skapa Hanterade
Apple-ID:n for Dina elever ar en Administratér pa Din Institution med behdrighet att ge samtycke a
Dina végnar.

Informationsinsamling

Skapa Hanterat Apple-ID:

Apple kan ta emot féljande Personuppgifter om de tillhandahalls av Dig eller & Dina vagnar for att
skapa ett Hanterat Apple-ID at Dina elever: elevnamn, Institution, registrerade klasser, roll och elev-
ID. Du kan &aven vélja att ange Din elevs arskurs och e-postadress. Du bér halla denna information
konfidentiell for att skydda elevernas konton och bevara Din férmaga att enkelt aterstélla elevernas
I6senord online.

Anvédnda Apple-tidnster med ett Hanterat Apple-ID:

Apple kan samla in Personuppgifter kopplade till Dina elevers anvandning av de Apple-funktioner
och tjanster Du véljer att gora tillgangliga i utbildningssyfte, inklusive den information som beskrivs
ovan. Om Du till exempel véljer att anvanda Skolarbete kan Apple samla in Personuppgifter fran
elever som &r relaterade till aktiviteter som deras larare tilldelar via Skolarbete, till exempel nar Dina
elever markerar en aktivitet som fardig och deras aterkoppling om tilldelade aktiviteter. Om Du
aktiverar funktionen Elevframsteg i Apple School Manager far Apple uppgifter om Dina elevers
framsteg i tilldelade aktiviteter fran deltagande appar, till exempel nar de har last ett kapitel i en bok,
slutfért en uppsattning rakneproblem eller gjort ett test.



Dessutom kan Apple samla in felsékningsdata och tekniska data om Dina elevers anvandning av
Tjansten, bland annat IP-adress, information om Dina elevers enheter, webblédsare, system och
mjukvara samt kringutrustning.

Anvandning av Information

| syfte att tillhandahalla och férbéattra Tjansten i utbildningssyfte och for att félja tillamplig lag kan
Apple anvanda elevers Personuppgifter som ldmnas till Apple av Dig eller Dina Slutanvandare i
anslutning till Tjansten.

Apple anvander inte elevernas Personuppgifter for att skapa, utveckla, driva, leverera eller férbattra
annonsering. Personliga annonser kommer att inaktiveras som standard for alla enheter som é&r
kopplade till Dina Hanterade Apple-ID:n som skapats via Tjansten for att sdkerstélla att Dina elever
inte far riktad reklam. Daremot kan icke-riktad annonsering fortfarande tas emot pa dessa enheter.
Detta bestéams av eventuella appar fran tredje part som Du laddar ner.

Apple kan anvanda icke-personligt identifierbar felsékningsinformation, teknisk information,
anvandningsinformation och relaterad information, inklusive, utan begrénsning, identifierare,
information om Behdriga Enheter, system och mjukvara samt kringutrustning och cookies fér att
tilhandahalla och forbattra Tjansten, for att underlatta tillhandahallandet av mjukvaruuppdateringar,
produktsupport och andra funktioner relaterade till Tjansten, i sdkerhets- och kontohanteringssyften
samt for att verifiera att villkoren i detta Avtal féljs. Apple kan till exempel anvénda icke-personligt
identifierbar information om Dina elevers anvandning av Skolarbete (som inte &r kopplad till ett
Hanterat Apple-ID) for att tillhandahalla och forbattra appen.

Overlamnande till tredje part

Hanterade Apple-ID:n

| enlighet med de begransningar Du faststéller kan Dina elever ocksa dela information med Dina
andra elever och larare genom att anvanda de tjanster och funktioner fran Apple som du har valt att
gobra tillgangliga, inklusive de tjanster och funktioner som beskrivs ovan.

Om Din elev anvander sitt Hanterade Apple-ID for att logga in pa en enhet som ags av en tredje part
(till exempel en véans eller en féralders iPad) kan information som &r kopplad till den elevens
Hanterade Apple-ID-konto vara synlig eller tillganglig fér andra som anvander enheten om inte, och
till dess att, eleven loggar ut.

Om Du véljer att 6ppna, anvanda, ladda ner, installera eller aktivera produkter eller tjanster fran
tredje part som fungerar med Tjansten men inte ar del darav kan Tjansten tillata att sadana
produkter eller tjianster kommer at de Personuppgifter som kréavs for att anvanda dessa
tillaggstjanster. Vissa av dessa produkter eller tjanster fran tredje part kan ocksa ge Apple atkomst
till Personuppgifter, till exempel om Du tillater Dina elever att logga in pa Tjansten via federerade
identitetsleverantorer. Du &r inte skyldig att anvanda sadana ytterligare produkter eller tjanster i
samband med Tjansten, och Din Administratér kan begransa anvéndningen av sadana ytterligare
produkter eller tjanster i enlighet med detta Avtal. Innan du éppnar, anvander, laddar ner, installerar
eller aktiverar produkter eller tjanster fran tredje part som ska anvandas med ett Hanterat Apple-ID,
bér Du ldsa igenom de villkor, riktlinjer och metoder som tillampas fér produkterna och tjansterna
fran tredje part for att forsta vilka data de kan samla in fran Din elev, hur uppgifterna kan anvandas,
delas och lagras, och, om tillampligt, om sadan praxis éverensstammer med eventuella samtycken
som Du har erhallit.



Apples Tjdnsteleverantérer

Apple kan tillhandahalla Personuppgifter till Apples Tjansteleverantérer som utfér vissa uppgifter at
Apple, till exempel behandling och lagring av data och tillhandahallande av kundservice, i samband
med att Apple tillhandahaller Tjansten. Du tillater att Apple Inc. far anvandas som Tjansteleverantor
och anvandning av alla évriga Tjansteleverantérer som Apple kan anvénda, under férutséttning att
dessa Tjansteleverantérer ar bundna enligt avtal att skydda dessa uppgifter med skyddsatgarder
som minst motsvarar dem som Apple har atagit sig att genomféra fér behandling av dessa uppgifter
enligt Avtalet, och att dessa uppgifter inte anvands i nagot annat syfte &n det som anges hari. En
lista 6ver sadana Tjansteleverantérer finns tillganglig pa begaran. Om en av Apples
Tjansteleverantdrer inte fullgdr sina skyldigheter avseende dataskydd enligt Avtalet, tar Apple hela
ansvaret gentemot Dig for Tjénsteleverantérens uppfyllande av sina skyldigheter enligt tillamplig lag.

Ovriga

Apple kan aven 6verlamna Personuppgifter om Dig och Dina elever om Apple bedémer sadant
o6verlamnande som skaligen ndédvéandigt for att verkstalla Apples villkor eller skydda Apples
verksamhet eller anvandare. Dessutom kan Apple éverfoéra nagra eller alla Personuppgifter Du
l[Amnar till relevant part nér det géller omorganisation, sammanslagning eller férsaljning.

Atkomst, korrigering eller borttagning

Apple ger Dig méjlighet att komma at, korrigera eller radera data som &r kopplade till elevernas
Hanterade Apple-ID:n. Du kan radera uppgifter som ar kopplade till Dina Hanterade Apple-ID:n via
Webbportalen. Om du har nagra fragor kan du kontakta oss pa
https://www.apple.com/legal/privacy/contact/.

Granskning av foralder/malsman och radering av information

Foraldrar eller malsman till Slutanvandare som ar elever med Hanterade Apple-ID:n i grund- och
gymnasieskolor kan kontakta Administratéren for att komma at sitt barns Personuppgifter eller
begéara radering. Om en foralder eller malsman vill stoppa all kommande insamling av sitt barns
Personuppgifter kan foraldern eller malsmannen begéra att Administratéren anvénder de
Tjanstkontroller som finns tillgangliga for att begransa barnets tillgang till vissa funktioner eller
fullsténdigt radera barnets konto.

Apples integritetspolicy finns pa https://www.apple.com/legal/privacy/ och inforlivas, i den
utstrackning det ar férenligt med detta Meddelande och avsnitt 3 i detta Avtal, hari genom denna
referens. Om det uppstar en konflikt mellan Apples Integritetspolicy, detta Meddelande och
Punkt 3 i Avtalet, ar det villkoren i detta Meddelande och denna Punkt 3 av Avtalet som ska
ha féretrade i den utstrackning de ar relevanta for Tjadnsten som é&r tillganglig via ett Hanterat
Apple-ID.

OBS! DETTA MEDDELANDE GALLER INTE FOR DATAINSAMLINGSMETODERNA | APPAR
FRAN TREDJE PARTER. INNAN DU KOPER ELLER LADDAR NER APPAR FRAN TREDJE PART
OCH TILLGANGLIGGOR DEM FOR EN ELEV MED ETT HANTERAT APPLE-ID SKA DU
GRANSKA VILLKOREN, RIKTLINJERNA OCH METODERNA FOR DESSA APPAR FRAN TREDJE
PART.



WELCOME TO APPLE SCHOOL MANAGER

This Apple School Manager Agreement (“Agreement”) between Your Institution and Apple governs
Your Institution’s use of Software, services and websites that make up Apple School Manager
(collectively referred to as the “Service”). You agree that You have the full legal authority to bind
Your Institution to these terms. By clicking “Agree” You are agreeing that You have read and
understand these terms, and agree that these terms apply if You choose to access or use the
Service or make it available to others. If You do not have the legal authority to bind Your Institution
or do not agree to these terms, do not click “Agree.”

1.

GENERAL

A. Service. Apple is the provider of the Service, which permits You, under the terms and
conditions of this Agreement, to: (i) enroll Authorized Devices for the purpose of Mobile Device
Management (MDM) within Your Institution; (ii) access relevant software tools to facilitate the
Service; (iii) administer Your creation and distribution of Managed Apple IDs and their use by
Your End Users; (iv) manage the transmission, storage, purchase and maintenance of relevant
data and Content related to the Service; (v) manage Your creation and administration of
courses using the Service; and (vi) enable certain features and functionality of the Service for
End Users to use with their Managed Apple IDs including, without limitation, the measurement
of student progress on activities assigned in ClassKit enabled applications through Apple
School Manager, features involving Third Party Products and Services as set forth in Section 3
of this Agreement, and the features and services set forth in Section 4D of this Agreement. You
agree to use the Service only in compliance with this Agreement and all applicable laws and
regulations.

B. Device and User Enrollment. You may use the device enrollment features of the
Service to enroll only Authorized Devices in the Service. If You elect to use the Service and
enroll Authorized Devices as set forth in this Agreement, then Apple will provide You with a
Web Portal and an Administrator account with which You will be able to create and manage the
Managed Apple IDs for End Users and make the features of the Service available. Once You
create the Managed Apple IDs for End Users, such accounts will be accessible via Institution-
owned shared or individual devices, and any devices used by End Users to access their
Managed Apple ID account. You are responsible for determining and selecting the Service
features You wish to provide to Your End Users.

RIGHT TO USE

A. Unless stated otherwise in this Agreement, You have the non-exclusive, non-assignable,
non-transferable, and limited right to access and use the Service during the Term solely for
Your educational operations and subject to the terms of this Agreement. You may permit Your
End Users to use the Service for the foregoing purpose, and You are responsible for Your End
Users’ compliance with the terms of this Agreement.

B. You do not acquire any right or license to use the Service, or any of its features, beyond
the scope and/or duration of the Service specified in this Agreement. Your right to access and
use the Service will terminate upon the termination and/or expiration of this Agreement.

C. Except as otherwise expressly stated in this Agreement, You agree that Apple has no
obligation to provide any Apple Software, programs, features, services or products as part of
the Service.

DATA PRIVACY AND SECURITY

A. Customer Instructions and Use of Personal Data. Under this Agreement, Apple,
acting as a data processor on Your behalf, may receive Personal Data if provided by You or on
Your behalf and Your End Users. By entering into this Agreement, You instruct Apple to



process such Personal Data, in accordance with applicable law: (i) to provide and improve the
Service, including any Apple features, functionality, and services You or applicable End Users
enable; (ii) pursuant to Your instructions as given through Your or applicable End Users’ use of
the Service (including the Web Portal and other features and functionality of the Service); (iii)
as specified under this Agreement including as set forth in Exhibit A for student End Users; and
(iv) as further documented in any other written instructions given by You and acknowledged by
Apple as constituting instructions under this Agreement.

You understand that Apple may process Personal Data associated with a Managed Apple ID,
such as name, Institution, enrolled classes, role, email address, grade level, user identifiers,
and device identifiers, as applicable and depending on the type of End User, the services used,
and data provided. Apple may also process Personal Data in connection with its provision of
features and services that are available with a Managed Apple ID, including without limitation
those services outlined in Section 1A above, Section 4D below, Apple Services, and services
outlined in Exhibit A for student End Users. The processing of student End Users’ Personal
Data is explained in further detail in Exhibit A.

Apple shall only process Personal Data pursuant to Your instructions, as described in this
Agreement, including Section 3A and Exhibit A for student End Users, unless (i) prohibited by
an applicable legal requirement from doing so or (ii) required to do so by an applicable legal
requirement. In such cases, Apple will inform You of that legal requirement before processing
Personal Data (unless prohibited by that law from doing so on important grounds of public
interest). Apple shall not disclose any Personal Data or engage in any processing activity in
connection with this Agreement in such a manner as to constitute a “sale” or “sharing” (as
those terms are defined in the California Consumer Privacy Act (CCPA) or any similar concept
in other data protection laws) of Personal Data. Apple shall immediately inform You if, in
Apple’s opinion, any of Your instructions infringes the GDPR or other Union or Member State
data protection provisions, to the extent required. Apple shall also inform you if it can no longer
meet its obligations under the CCPA or other applicable data protection laws and regulations.

In addition, Apple and its affiliates and agents may collect, use, store, and process diagnostic,
technical, usage and related information, including but not limited to, unique system or
hardware identifiers, and information about Your Authorized Devices, system and application
software, and peripherals, cookies, and IP addresses in a way that does not personally identify
Your End Users in order to provide and improve the Service; to facilitate the provision of
software updates, product support, and other features related to the Service; for security and
account management purposes; and to verify compliance with the terms of this Agreement.

B. Compliance with law. You agree that You are solely liable and responsible for ensuring
Your compliance with all applicable laws, including without limitation privacy and data
protection laws, regarding the use or collection of data and information through the Service.
You are also responsible for all activity related to Personal Data, including but not limited to,
monitoring such Personal Data and activity, and preventing and addressing inappropriate data
and activity, including the removal of data and the termination of access of the End User
making such data available. You are responsible for safeguarding and limiting access to End
User data by all persons and any of Your service providers, including Your Third Party Service
Providers, with access to End User data and for the actions of all persons who are permitted
access to use the Service by You.

C. Data Incidents. Apple will (i) notify Institution, without undue delay and as required by
law, if Apple becomes aware that there has been a breach of security of the Service leading to



the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to
Institution’s Personal Data (“a Data Incident”); and (ii) take reasonable steps to minimize harm
and secure Institution’s Personal Data. You are responsible for providing Apple with
Institution’s updated contact information for such notification purposes. Apple will also assist
Institution to the extent it involves Personal Data that Apple has access to in connection with
the Service, to ensure Institution complies with its obligations to provide notice of Data
Incidents to supervisory authorities or data subjects as required under Articles 33 and 34 of the
GDPR, if applicable, or any other equivalent obligations under applicable law.

Apple will not access the contents of Your Personal Data in order to identify information subject
to any specific legal requirements. Institution is responsible for complying with incident
notification laws applicable to the Institution and fulfilling any third party obligations related to
Data Incident(s).

Apple’s notification of, or response to, a Data Incident under this Section 3C will not be
construed as an acknowledgment by Apple of any responsibility or liability with respect to a
Data Incident.

D. Your Audit/Inspection Rights. To the extent that the GDPR applies to the processing
of Your or Your End Users’ Personal Data, Apple will provide You with the information
necessary to demonstrate compliance with Article 28 of that law. In the event that You have
audit rights under other applicable laws, Apple will provide You with the information necessary
to demonstrate compliance with Your obligations under those laws. If you choose to exercise
Your audit rights under this Section 3D, Apple shall demonstrate compliance by providing you
with a copy of Apple’s ISO 27001 and ISO 27018 Certifications.

E. Security Procedures. Apple shall use industry-standard measures to safeguard
Personal Data during the processing of Personal Data. Encrypted Personal Data may be
stored at Apple’s geographic discretion. As part of these measures, Apple will also use
commercially reasonable efforts to: (a) encrypt Personal Data at rest and in transit; (b) ensure
the ongoing confidentiality, integrity, availability and resilience of processing systems and
services; (c) restore the availability of Personal Data in a timely manner in the event of a
physical or technical issue; and (d) regularly test, assess, and evaluate the effectiveness of
technical and organizational measures for ensuring the security of the processing of Personal
Data. Apple may update the security features from time to time as long as the updates do not
result in the degradation of the overall security of the Service.

F. Security controls. Apple will assist You to ensure Your compliance with Your
obligations with regards to the security of Personal Data, including Your Institution’s
obligations, under Article 32 of the GDPR or equivalent obligations under applicable law, by
implementing the Security Procedures set forth in Section 3E of this Agreement and by
maintaining the 1ISO 27001 and ISO 27018 Certifications. Apple will make available for review
by Institution the certificates issued in relation to the ISO 27001 and ISO 27018 Certifications
following a request by You or Your Institution under this Section 3F.

G. Security Compliance. Apple will take appropriate steps to ensure compliance with
security procedures by Apple Personnel and Apple Service Providers and Apple shall ensure
that any persons authorized to process Personal Data comply with applicable laws regarding
the confidentiality and security of Personal Data with regards to the Service.



H. Data Impact Assessment and Prior Consultation. Apple will reasonably assist
Institution as required under applicable law, to the extent it involves Personal Data Apple has
access to in connection with the Service, to ensure Institution’s compliance with any applicable
obligations requiring Institution to conduct data protection impact assessments, or to consult
with a supervisory authority prior to processing where such is required by law.

I.  Breach Notification and Cooperation. You shall promptly notify Apple in the event that
You learn or have reason to believe that any person, or entity, has breached Your security
measures or has gained unauthorized access to: (1) Your Personal Data; (2) any restricted
areas of the Service; or (3) Apple’s confidential information (collectively, “Information Security
Breach”). In the event of an Information Security Breach, You shall provide Apple with
reasonable assistance and support to minimize the harm and secure the data.

J. Data Transfer. If required by law, Apple will ensure that any international data transfer is
done only to a country that ensures an adequate level of protection, has provided appropriate
safeguards as set forth in applicable law, such as those in Articles 46 and 47 of the GDPR
(e.g., standard data protection clauses), or is subject to a derogation in Article 49 of the GDPR.
Such safeguards may include the Model Contract Clauses as executed by Apple, or other data
transfer agreements, which You agree to enter into if required by Your jurisdiction, as executed
by Apple at https://www.apple.com/legal/enterprise/datatransfer/. Apple’s international transfer
of Personal Data collected in participating Asia-Pacific Economic Cooperation (APEC)
countries abides by the APEC Cross-Border Privacy Rules (CBPR) System (http://cbprs.org/)
and Privacy Recognition for Processors (PRP) System (http://cbprs.org/) for the transfer of
Personal Data. In case of questions or unresolved concerns about our APEC CBPR or PRP
certifications, our third-party dispute resolution provider
(https://feedback-form.truste.com/watchdog/request) can be contacted.

K. Destruction of Data. Upon termination of this Agreement for any reason, Apple shall
securely destroy Your and Your End Users’ Personal Data that is stored by Apple in
connection with the Service within a reasonable period of time, but in any case, no longer than
180 days.

L. Requests Regarding Personal Data.

i. Institution Requests: Apple shall provide You with the ability to access, correct,
retrieve, or delete Your and Your End Users’ Personal Data in accordance with
Your obligations under privacy and data protection laws, as applicable. In the event
that You make a request to Apple regarding Your or Your End Users’ Content or
Personal Data in connection with the Service, Apple will either reasonably (i)
enable You to manage such requests directly, such as through available tools in
the Web Portal, or (ii) cooperate with You to handle such requests to the extent
such requests involve Personal Data that Apple has access to. Apple is not
responsible for data, including Content or Personal Data, You store or transfer
outside of Apple’s system (for example, student records located in your Student
Information System). Requests for deletion handled via Apple School Manager will
be completed within 30 days.

ii. End User Requests: In the event that Apple receives any requests from End
Users for a copy of their Personal Data in connection with the Service, Apple will
either reasonably (i) enable You to manage such requests directly, such as through
available tools in the Web Portal, or (ii) cooperate with You to handle such



requests to the extent such requests involve Personal Data that Apple has access
to. If You choose to allow Apple to provide a copy of an End User’s Personal Data
in its privacy portal at privacy.apple.com through the Web Portal, You hereby
instruct Apple, upon the End User’s request, to process and fulfil such End User’s
request to access their data as available on privacy.apple.com on Your behalf.

iii. Third Party Requests: In the event that Apple receives a third party request, such
as a request from law enforcement or a regulatory authority, for Your or Your End
User’s Content or Personal Data (“Third Party Request”), Apple will (i) notify You,
to the extent permitted by law, of its receipt of the Third Party Request; and (i)
notify the requester to address such Third Party Request to You. Unless otherwise
required by law or the Third Party Request, You will be responsible for responding
to the Request. In the event You are subject to an investigation by a data
protection regulator or similar authority regarding Personal Data, Apple shall
provide You with assistance and support in responding to such investigation to the
extent it involves Personal Data that Apple has access to in connection with the
Service.

M. School Official Status Under FERPA (20 U.S.C. § 1232g). If You are an educational
agency, or organization, or acting on behalf of an educational agency, or organization, to which
regulations under the U.S. Family Education Rights and Privacy Act (FERPA) apply, the
parties agree that for the purposes of this Agreement, Apple will (a) act as a “school official” as
defined in 34 C.F.R. § 99.31(a)(1)(i) with a legitimate educational interest; (b) with respect to
applicable End Users’ Personal Data, perform an institutional service or function under the
direct control of the Institution for which the Institution would otherwise use employees; (c) use
applicable End Users’ Personal Data only for a purpose authorized by the Institution, including
as set forth in this Agreement; and (d) not re-disclose applicable End Users’ Personal Data to
third parties or affiliates except as authorized under this Agreement, with permission from the
Institution, pursuant to a court order, or as otherwise permitted under applicable laws or
regulations.

N. COPPA. Apple will use and maintain Personal Data, provided by You and Your End
Users to Apple in connection with the Service, in accordance with the Children’s Online Privacy
Protection Act of 1998 (COPPA), insofar as it is applicable. This Section 3 and the attached
Exhibit A constitute notice of how Apple will collect, use, or disclose Personal Data of children
under the age of 13. You grant Apple permission to collect, use and disclose such Personal
Data for the purpose of providing and improving the Service and as set forth in Exhibit A.

O. Access to Third Party Products and Services. If You choose to access, use,
download, install, or enable third party products or services that operate with the Service but
are not a part of the Service, then the Service may allow such products or services to access
Personal Data as required for the use of those additional services. Certain of those third party
products or services may also provide access to Personal Data to Apple, such as if You allow
Your End Users to sign into the Service through federated identity providers. You are not
required to use such additional products or services in relation to the Service, and Your
Administrator may restrict the use of such additional products or services in accordance with
this Agreement. Prior to accessing, using, downloading, installing, or enabling third party
products or services for use with a Managed Apple ID, You should review the terms, policies
and practices of the third party products and services to understand what data they may collect
from Your End Users, how the data may be used, shared and stored, and, if applicable,
whether such practices are consistent with any consents You have obtained.



P. Apple Service Provider. Apple may provide Personal Data to Service Providers who
provide services to Apple in connection with the Service. You authorize Apple to use all the
Apple entities set forth in the definition of “Apple” as a Service Provider and any other Service
Providers Apple may use, provided that such Service Providers are bound by contract to treat
Personal Data in no less a protective way than Apple has undertaken to treat such data under
this Agreement, and will not use such data for any purpose beyond that specified herein. The
list of Service Providers is available at
https://www.apple.com/legal/enterprise/data-transfer-agreements/subprocessors_us.pdf. If a
Service Provider fails to fulfill its data protection obligations under this Agreement, Apple shall
remain fully liable to You for the performance of that Service Provider’s obligations as required
by applicable law.

4. SERVICE
A. Use Restrictions. You will ensure Your and Your End Users’ use of the Service
complies with this Agreement, and You will inform Your End Users of, and enforce, the
restrictions set forth in this Agreement. You agree that neither You nor Your End Users will use
the Service to upload, download, post, email, transmit, store or otherwise make available: (i)
any Content or materials that are unlawful, harassing, threatening, harmful, defamatory,
obscene, invasive of another’s privacy, hateful, racially or ethnically offensive or otherwise
objectionable; (ii) any Content or materials that infringe any copyright or other intellectual
property, or violate any trade secret, or contractual or other proprietary right; (iii) any
unsolicited or unauthorized email message, advertising, promotional materials, junk mail,
spam, or chain letters; and/or (iv) any Content or materials that contain viruses or any
computer code, files or programs designed to harm, interfere with or limit the normal operation
of the Service or any other computer software or hardware. You further agree that You will not,
and will ensure that End Users do not: (a) use the Service to stalk, harass, threaten or harm
another; (b) pretend to be anyone or any entity that You are not (Apple reserves the right to
reject or block any Managed Apple ID or email address that could be deemed to be an
impersonation or misrepresentation of Your identity, or a misappropriation of another person’s
name or identity); (c) forge any Transmission Control Protocol/Internet Protocol (TCP-IP)
packet header or any part of the header information in an email or a news group posting, or
otherwise put information in a header designed to mislead recipients as to the origin of any
content transmitted through the Service (“spoofing”); (d) interfere with or disrupt the Service,
any servers or networks connected to the Service, or any policies, requirements or regulations
of networks connected to the Service; and/or (e) use the Service to otherwise violate
applicable laws, ordinances or regulations. If Your or Your End User’s use of the Service or
other behavior intentionally or unintentionally threatens Apple’s ability to provide You or others
the Service, Apple shall be entitled to take necessary steps to protect the Service and Apple’s
systems, which may include suspension of Your access to the Service.

If you are a covered entity, business associate or representative of a covered entity or
business associate (as those terms are defined at 45 C.F.R § 160.103), You agree that you will
not use any component, function or other facility of iCloud to create, receive, maintain or
transmit any “protected health information” (as such term is defined at 45 C.F.R § 160.103) or
use iCloud in any manner that would make Apple (or any Apple Subsidiary) Your or any third
party’s business associate.

B. Administration of Accounts. You agree that You shall be solely responsible for
management of Your Administrator account(s) and all Your Managed Apple IDs, including but
not limited to: (i) the security and safeguarding of the user name and password associated with



each account; (ii) the provision and/or removal of access by any of Your End Users to such
account and any Content provided and/or stored in the Service; and (iii) the provision of
appropriate documentation and guidelines to End Users about using the Managed Apple ID
accounts.
C. End User Consent. Administrators will have the ability to monitor, access or disclose
End User data associated with Managed Apple ID accounts through the Web Portal and/or
Administrator tools. You represent and warrant that, prior to deploying the Service to Institution
and any End Users, You will provide sufficient notice and disclosure of the terms of this
Agreement, and obtain and maintain all necessary rights and consents, either from each End
User, or where necessary and applicable, each End User’s parent or legal guardian, to allow
Apple to: (1) provide and improve the Service in accordance with this Agreement; and (2)
access and receive End User data that may arise as part of the provision of the Service.
D. Managed Apple IDs; Features and Services. A Managed Apple ID is the account user
name and password You create and provide to each of Your End Users to access the Service.
Apple will provide You with the tools to create Managed Apple IDs for Your End Users. When
You create Managed Apple IDs for Your End Users, all features and functionality of the
Service that You select to be available are enabled for all of Your Institution’s Managed Apple
IDs. YOU ASSUME FULL RESPONSIBILITY AND LIABILITY FOR ALL RISKS AND COSTS
ASSOCIATED WITH YOUR SELECTION OF EACH FEATURE AND FUNCTIONALITY
ENABLED IN THE SERVICE AS BEING APPROPRIATE FOR INSTITUTION AND/OR YOUR
END USERS.
i. Requirements for Use of Managed Apple ID
1. Devices and Accounts. Use of Managed Apple IDs as part of the Service may
require compatible devices, Internet access, certain software, and periodic updates.
The latest version of the required software may be necessary for certain transactions
or features. Apple reserves the right to limit the number of Managed Apple IDs that
may be created and the number of devices associated with a Service account.
2. Your rights to the Managed Apple IDs. Unless otherwise required by law or
this Agreement, You agree that each Managed Apple ID is non-transferable between
individual End Users, and between Institutions.
i. Find My iPhone. Find my iPhone is automatically disabled for all Managed Apple
IDs. However, if an Authorized Device is lost or stolen, Institution can use the MDM
solution to put the device in Lost Mode so that the device will be locked, the End User will
be logged out, and a report will be automatically transmitted to the MDM Server. Institution
can also erase the device remotely and enable Activation Lock to help ensure that the
device cannot be reactivated without the proper Managed Apple ID and password. Apple
shall bear no responsibility for Your failure to protect Authorized Devices with a passcode,
Your failure to enable Lost Mode, and/or Your failure to receive or respond to notices and
communications. Apple shall also bear no responsibility for returning lost or stolen devices
to You or for any resulting loss of data. Apple is not responsible for any replacement of
devices that have the Activation Lock feature enabled, or any warranty claims on such
devices. You may remove the Activation Lock feature and disable Lost Mode through
MDM.
iii. Account Authentication. Two-factor authentication requiring two types of
information for authentication purposes, such as a password and a generated security
code, is automatically enabled for the Managed Apple IDs of Your Administrators, teachers
and staff. Institution agrees to provide Apple with at least one mobile telephone number for
Institution to receive autodialed or prerecorded calls and text messages from Apple for
authentication and account related purposes, which may be subject to standard message
and data rates. Apple may place such calls or texts to: (i) help keep Your Service account
secure when signing in; (ii) help You access Your account if You forget Your password; or



(iii) as otherwise necessary to maintain Your Service account or enforce this Agreement
and relevant policies. Managed Apple IDs distributed to Your End Users will also require
two-factor authentication, such as identification of an Authorized Device and an
authentication code generated in the Web Portal or a telephone number. In all instances,
You are responsible for: (a) distributing the Managed Apple IDs You create to identified
End Users; (b) approving access to the Service by such End Users; (c) controlling against
unauthorized access; and (d) maintaining the confidentiality and security of user names,
passwords and account information.
iv. Backup. Authorized Devices that are not shared devices will periodically create
automatic backups that are transmitted to the Service when the user is logged in with their
Managed Apple ID and the device is screen-locked, connected to a power source, and
connected to the Internet via a Wi-Fi network. You may disable backup in the MDM
Enrollment Settings. Backup is limited to device settings, device characteristics, photos,
videos, documents, messages (iMessage, SMS and MMS, if enabled), ringtones, app data
(including Health app data, if applicable), location settings (such as location-based
reminders that You have set up), and Home screen and app organization. Content that
You purchase, download or provide access to Your End Users from the App Store or
Apple Books Store, and Content purchased from or provided by any third parties, will not
be backed up. Such Content may be eligible for re-download from those services, subject
to account requirements, availability, and any applicable terms and conditions. Content
synced from Your End Users’ computers will not be backed up. If You enable iCloud Photo
Library, the photo libraries of Your End Users will be backed up separately from their
automatic iCloud backup. The Content stored in an End User’s contacts, calendars,
bookmarks, and documents is accessible via iCloud on the web or on any Apple device
that an End User signs into using their Managed Apple ID. It is solely Your responsibility to
maintain appropriate alternative backup of Your and Your End Users’ information and
data.
v. iCloud Photo Library. When You enable iCloud Photo Library in connection with
any Managed Apple ID, the photos, videos and metadata in the Photos App on the
Authorized Devices (“Device Photo Library”) will be automatically sent to iCloud, stored as
the End User’s Photo Library in iCloud, and then pushed to all of the End User’s other
iCloud Photo Library-enabled devices and computers. If the End User later makes
changes (including deletions) to the Device Photo Library on any of these devices or
computers, such changes will automatically be sent to and reflected in the End User’s
iCloud Photo Library. These changes will also be pushed from iCloud to, and reflected in,
the Device Photo Library on all of the End User’s iCloud Photo Library-enabled devices
and computers. The resolution of content in the Photo Library on Authorized Devices or
computers may vary depending upon the amount of available storage and the storage
management option selected for the End User’s iCloud-Photo-Library-enabled device. If
You do not wish to use iCloud Photo Library, You may disable it for Your Managed Apple
ID and/or on Your Authorized Devices.
vi. Schoolwork. If you make Schoolwork available to Your End Users, teachers and
students at Your Institution can manage their school work and assignments using a
Managed Apple ID.
1. iCloud File Sharing. When you share a file using Schoolwork in connection with
a Managed Apple ID, Apple automatically organizes any files shared into class
folders for students and teachers in the iCloud Drive. Your End Users can access
their shared files using their Managed Apple ID. Annotations or changes made to
these files will be visible by any End User in a class with whom You have shared a
file. You can stop sharing files at any time. Files created by Your End Users using



Managed Apple IDs are stored until you delete them. However, any file previously
copied to another device or computer will not be deleted.
2. Student Progress. When You opt-in to the Student Progress feature in the Web
Portal, student progress on activities assigned in ClassKit enabled applications will
be recorded and reported to the ClassKit framework. Only activities assigned by Your
teachers using Schoolwork will initiate the recording and reporting of student
progress information. Your student End Users will be able to view their own student
progress information in Schoolwork and in Settings on their device. Your teacher End
Users will be able to view the student progress information of all students in their
class for activities they assign. Student data created through Your use of Schoolwork
or ClassKit enabled applications will be treated in accordance with Section 3 and
Exhibit A of this Agreement. If You opt-out a Managed Apple ID from the Student
Progress feature, all student progress Personal Data associated with that Managed
Apple ID will be deleted in accordance with Section 3L(i).
vii. Third Party Apps. If You make available any third party apps for Your End Users to
sign into with their Managed Apple IDs, You agree to allow such apps to store data in the
accounts associated with Your End Users’ Managed Apple IDs, and for Apple to collect,
store, and process such data on behalf of the relevant third party app developer in
association with Your and/or Your End Users’ use of the Service and such apps. Third
party apps may have the capability to share such data with another app downloaded from
the same app developer. You are responsible for ensuring that You and Your End Users
are in compliance with any storage limits and all applicable laws for each Managed Apple
ID based on the third party apps You make available to Your End Users to download.
vii. Other Apple Services. If You make available other Apple Services for Your non-
student End Users to sign into, You agree to allow the Apple Services to store data in the
accounts associated with those End Users’ Managed Apple IDs, and for Apple to collect,
store and process such data in association with Your and/or Your non-student End User’s
use of the Apple Service. You are responsible for ensuring that You and Your non-student
End Users are in compliance with all applicable laws for each Managed Apple ID based on
the Apple Service you allow Your End Users to access. If Your non-student End Users
access certain Apple Services, Apple may communicate with Your End Users about their
use of the Service, Apple Services, and updates to Apple Services.
E. Server Token Usage. You agree to use the Server Token provided by Apple only for the
purpose of registering Your MDM Server within the Service, uploading MDM Enroliment
Settings, and receiving Managed Apple ID roster data. You shall ensure that Your End Users
use the information sent or received using Your Server Token only with Authorized Devices.
You agree not to provide or transfer Your Server Token to any other entity or share it with any
other entity, excluding Your Third Party Service Providers. You agree to take appropriate
measures to safeguard the security and privacy of such Server Token and to revoke it if it has
been compromised or You have reason to believe it has been compromised. Apple reserves
the right to revoke or disable Server Tokens at any time in its sole discretion. Further, You
understand and agree that regenerating the Server Token will affect Your ability to use the
Service until a new Server Token has been added to the MDM Server.
F. Storage Capacity; Limitations on Usage. Exceeding any applicable or reasonable
usage limitations, such as limitations on bandwidth or storage capacity (e.g., in connection with
iCloud Backup), is prohibited and may prevent You from using some of the features and
functionality of the Service, accessing Content or using some, or all, of the Managed Apple
IDs. In the event that Apple limits bandwidth or storage capacity available to You, it shall use
commercially reasonable efforts to notify You via the Service or otherwise within ten (10)
business days of doing so.



G. Submission of Content. You are solely responsible for any Content You or Your End
Users upload, download, post, email, transmit, store or otherwise make available through the
use of the Service. You shall ensure that Your End Users have obtained all necessary third
party permissions or licenses related to any such Content. You understand that by using the
Service You may encounter Content that You or Your End Users find offensive, indecent, or
objectionable, and that You may expose others to content that they may find objectionable.
You understand and agree that Your use of the Service and any Content is solely at Your own
risk.
H. Removal of Content. You acknowledge that Apple is not responsible or liable for any
Content provided by You or Your End Users. Apple has the right, but not an obligation, to
determine whether Content is appropriate and in compliance with this Agreement, and may
move and/or remove Content that violates the law or this Agreement at any time, without prior
notice and in its sole discretion. In the event that Apple removes any Content, it shall use
commercially reasonable efforts to notify You.
. Bundled Service. All features and functionalities of the Service are provided as part of a
bundle and may not be separated from the bundle and used as standalone applications. Apple
Software provided with a particular Apple-branded hardware product may not run on other
models of Apple-branded hardware.
J.  Links and Other Third Party Materials. Certain Content, components or features of the
Service may include materials from third parties and/or hyperlinks to other web sites,
resources or content. You acknowledge and agree that Apple is not responsible for the
availability of such third party sites or resources, and shall not be liable or responsible for any
content, advertising, products or materials on or available from such sites or resources used by
You or Your End Users.
K. Purchasing Apps and Books.
i. Acquisition of Content. Acquisition of Content from the App Store or Apple Books Store
using Managed Apple IDs is automatically disabled. You may choose to enable Your
Administrators or teachers and staff to access such Content by granting them purchasing
authority and allowing them to access the Volume Purchase Program (VPP) to purchase
Apps and Books for use on the Service. Your use of the App Store, and/or Apple Books
Store is subject to Sections G and H of the Apple Media Services Terms and Conditions
(https://lwww.apple.com/legal/internet-services/itunes/us/terms.html), as applicable. You
agree that You have the authority to and will accept such applicable terms on behalf of Your
authorized End Users.
ii. Volume Purchase Program. Purchases You choose to transact through Apple’s Volume
Purchase Program are subject to the VPP terms, and delivered to End Users or assigned to
a device through the App Store and/or the Apple Books Store.
L. Updates and Maintenance; Changes to Service.
i. Updates and Maintenance. Apple may, from time to time, update the Software used by
the Service. These updates could include bug fixes, feature enhancements or
improvements, or entirely new versions of the Software. In some cases, such updates may
be required to continue Your use of the Service or to access all features of the Service.
Apple is not responsible for performance or security issues resulting from Your failure to
support such updates. Apple shall, from time to time, be required to perform maintenance
on the Service. While Apple is not obligated to notify You of any maintenance, Apple will use
commercially reasonable efforts to notify You in advance of any scheduled maintenance.
i. Changes to Service. Apple shall have the right to revise or update the functionality and
look of the Service from time to time in its sole discretion. You agree that Apple shall not be
liable to You or any third party for any modification, suspension or termination of the
Service. The Service, or any feature or part thereof, may not be available in all languages or



in all countries, and Apple makes no representations that the Service, or any feature or part
thereof, is appropriate or available for any use in any particular location.
M. Other Agreements. You acknowledge and agree that the terms and conditions of any
sales, service or other agreement You may have with Apple are separate and apart from the
terms and conditions of this Agreement. The terms and conditions of this Agreement govern
the use of the Service and such terms are not diminished or otherwise affected by any other
agreement You may have with Apple.
N. Professional Services. Any professional services relevant to the Service, such as
consulting or development services that require any deliverables from Apple are subject to
fees and a separate agreement between Apple and Institution.
O. Electronic Delivery. The Service and any Apple Software provided hereunder (unless
such software is preinstalled on any Authorized Devices) will be delivered electronically.
P. Fees and Taxes. Your Institution will pay all taxes and duties payable, if any, based on
its use of the Service, unless exempt by applicable law. You will provide Apple with proof of
Your Institution’s tax-exempt status, if any, upon Apple’s request.

5. OWNERSHIP AND RESTRICTIONS; COPYRIGHT NOTICE
A. You retain all of Your ownership and intellectual property rights in Your Content and any
pre-existing software applications owned by You as used or accessed in the Service. Apple
and/or its licensors retain all ownership and intellectual property rights in: (1) the Service and
derivative works thereof, including, but not limited to, the graphics, the user interface, the
scripts and the software used to implement the Service (the “Software”); (2) any Apple
Software provided to You as part of and/or in connection with the Service, including any and all
intellectual property rights that exist therein, whether registered or not, and wherever in the
world they may exist; and (3) anything developed or provided by or on behalf of Apple under
this Agreement. No ownership of any technology or any intellectual property rights therein shall
be transferred by this Agreement. If while using the Service You encounter Content You find
inappropriate, or otherwise believe to be a violation of this Agreement, You may report it
through https://www.apple.com/legal/contact/. You further agree that:
i. The Service (including the Apple Software, or any other part thereof) contains
proprietary and confidential information that is protected by applicable intellectual property
and other laws, including but not limited to copyright.
ii. You will not, and will not cause or allow others to, use or make available to any third
party such proprietary information or materials in any way whatsoever except for use of the
Service in compliance with this Agreement.
iii. No portion of the Service may be reproduced in any form or by any means, except as
expressly permitted in these terms.
iv. You may not, and may not cause or allow others to, decompile, reverse engineer,
disassemble or otherwise attempt to derive source code from the Service.
v. Apple, the Apple logo, iCloud, the iCloud logo, iTunes, the iTunes logo, and other
Apple trademarks, service marks, graphics, and logos used in connection with the Service
are trademarks or registered trademarks of Apple Inc. in the United States and/or other
countries. A list of Apple's trademarks can be found at
https://www.apple.com/legal/intellectual-property/trademark/appletmlist.html). Other
trademarks, service marks, graphics, and logos used in connection with the Service may be
the trademarks of their respective owners. You are granted no right or license in any of the
aforesaid trademarks, and further agree that You shall not remove, obscure, or alter any
proprietary notices (including trademark and copyright notices) that may be affixed to or
contained within the Service.



vi. During the Term of this Agreement, You grant Apple the right to use Your marks, solely
in connection with Apple’s exercise of its rights and performance of its obligations under this
Agreement.

vii. As part of the Service, You may gain access to Third Party Content. The third party
owner or provider of such Third Party Content retains all ownership and intellectual property
rights in and to that content, and Your rights to use such Third Party Content are governed
by and subject to the terms specified by such third party owner or provider.

viii. You may not license, sell, rent, lease, assign, distribute, host or permit timesharing or
service bureau use, or otherwise commercially exploit or make available the Service and/or
any components thereof, to any third party, except as permitted under the terms of this
Agreement.

You agree and acknowledge that if You violate the terms of the foregoing sentence, Apple shall
bear no responsibility or liability for any damages or claims resulting from or in connection with
Your actions, including but not limited to an Information Security Breach or a Data Incident.

B. By submitting or posting materials or Content using the Service: (i) You are representing
that You are the owner of such material and/or have all necessary rights, licenses, and
permission to distribute it; and (ii) You grant Apple a worldwide, royalty-free, non-exclusive,
transferable license to use, distribute, reproduce, modify, publish, translate, perform and
publicly display such Content on the Service solely for the purpose of Apple’s performance of
the Service, without any compensation or obligation to You. You understand that in order to
provide the Service and make Your Content available thereon, Apple may transmit Your
Content across various public networks, in various media, and alter Your Content to comply
with technical requirements of connecting networks, devices or equipment. You agree that
Apple has the right, but not the obligation, to take any such actions under the license granted
herein.

C. Copyright Notice — DMCA. If You believe that any Content in which You claim copyright
has been infringed by anyone using the Service, please contact Apple's Copyright Agent as
described in Apple’s Copyright Policy
(https://www.apple.com/legal/contact/copyright-infringement.html). Apple may, in its sole
discretion, suspend and/or terminate accounts of End Users that are found to be infringers.

EULAS

A. EULA Terms and Conditions. In order to use the Service, You and/or Your End Users
will need to accept the End User License Agreement terms and conditions (EULA) for any
Apple Software needed to use the Service and for any other Apple Software that You choose
to use with the Service. In order to use the Service, Your Administrator must accept the EULAs
for the Apple Software on the Web Portal prior to deploying Authorized Devices running such
Apple Software to End Users. If the EULAs for the Apple Software have changed, Your
Administrator will need to return to the Web Portal and accept such EULAs in order to continue
using the Service. You acknowledge that You will not be able to use the Service, or any parts
or features thereof, including associating additional Authorized Devices with Your MDM Server,
until such EULAs have been accepted. You are responsible for ensuring that such EULAs are
provided to Your End Users, and that each End User is aware of and complies with the terms
and conditions of the EULAs for the Apple Software, and You agree to be responsible for
obtaining any required consents for Your End Users’ use of the Apple Software. You agree to
monitor and be fully responsible for all Your End Users’ use of the Apple Software provided
under this Agreement. You acknowledge that the requirements and restrictions in this
Agreement apply to Your use of Apple Software for the purposes of the Service regardless of
whether such terms are included in the relevant EULA(s).



7. TERM; TERMINATION; SUSPENSION; EFFECTS OF TERMINATION
A. Term. This Agreement shall commence on the date You first accept this Agreement, and
shall continue until terminated in accordance with this Agreement (the “Term”).
B. Termination by Apple. Apple may terminate this Agreement at any time and for any
reason or no reason, provided Apple gives You thirty (30) days written notice. Further, Apple
may at any time and without prior notice, immediately terminate or suspend all or a portion of
Managed Apple IDs and/or access to the Service upon the occurrence of any of the following:
(a) violations of this Agreement, including but not limited to, Section 4A. (“Use Restrictions”), or
any other policies or guidelines that are referenced herein and/or posted on the Service; (b) a
request and/or order from law enforcement, a judicial body, or other government agency; (c)
where provision of the Service to You is or may become unlawful; (d) unexpected technical or
security issues or problems; (e) Your participation in fraudulent or illegal activities; (f) You or
any entity or person that directly or indirectly controls You, or is under common control with
You (where “control” has the meaning defined in Section 11(D)), are or become subject to
sanctions or other restrictions in the countries or regions where the Service is available; or (g)
failure to pay fees, if any, owed by You in relation to the Service if you fail to cure such failure
within thirty (30) days of being notified in writing of the requirement to do so. Apple may
terminate or suspend the Service in its sole discretion, and Apple will not be responsible to
You or any third party for any damages that may result or arise out of such termination or
suspension.
C. Termination by You. You may stop using the Service at any time. If You delete any
Managed Apple IDs, You and the applicable End User(s) will not have access to the Service.
This action may not be reversible.
D. Effects of Termination. If this Agreement terminates or expires, then the rights granted
to one party by the other will cease immediately, subject to Section 11L (Survival of Terms) of
this Agreement.
E. Third party rights. In no event may You enter into any agreement with a third party that
affects Apple’s rights or binds Apple in any way, without the prior written consent of Apple, and
You may not publicize any such agreement without Apple’s prior written consent.

8. INDEMNIFICATION
To the extent permitted by applicable law, You agree to indemnify, hold harmless, and upon
Apple’s request, defend Apple, its directors, officers, employees, shareholders, contractors and
agents (each an “Apple Indemnified Party”) from any and all claims, liabilities, actions, damages,
demands, settlements, expenses, fees, costs, and losses of any type, including without limitation
attorneys’ fees and court costs (collectively, “Losses”), incurred by an Apple Indemnified Party and
arising from or related to: (a) any Content You and/or Your End Users submit, post, transmit, or
otherwise make available through the Service; (b) Your and/or Your End Users’ actual or alleged
breach of, or failure to adhere to, any certification, covenant, obligation, representation or warranty
in this Agreement; or (c) Your and/or Your End Users’ violation of any rights of another, or any
laws, rules and regulations. You acknowledge that the Service is not intended for use in situations
in which errors or inaccuracies in the content, functionality, services, data or information provided
by the Service or Apple Software, or the failure of the Service or Apple Software, could lead to
death, personal injury, or severe physical or environmental damage, and to the extent permitted by
law, You hereby agree to indemnify, defend and hold harmless each Apple Indemnified Party from
any Losses incurred by such Apple Indemnified Party by reason of any such use by You or Your
End Users. This obligation shall survive the termination or expiration of this Agreement and/or Your
use of the Service.



9.

DISCLAIMER OF WARRANTIES

YOU EXPRESSLY ACKNOWLEDGE AND AGREE THAT, TO THE EXTENT PERMITTED BY
APPLICABLE LAW, THE SERVICE, APPLE SOFTWARE, AND ANY ASSOCIATED
CONTENT, FEATURE, FUNCTIONALITY, OR MATERIALS ARE PROVIDED ON AN "AS IS"
AND "AS AVAILABLE" BASIS. APPLE AND ITS AFFILIATES, SUBSIDIARIES, OFFICERS,
DIRECTORS, EMPLOYEES, AGENTS, PARTNERS AND LICENSORS (COLLECTIVELY,
“APPLE” FOR THE PURPOSES OF SECTIONS 9 AND 10 HEREIN) EXPRESSLY DISCLAIM
ALL WARRANTIES OF ANY KIND, WHETHER EXPRESS OR IMPLIED, INCLUDING BUT
NOT LIMITED TO THE IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, AND NON-INFRINGEMENT. IN PARTICULAR, APPLE MAKES
NO WARRANTY THAT (I) THE SERVICE WILL MEET YOUR REQUIREMENTS; (Il) YOUR
USE OF THE SERVICE WILL BE TIMELY, UNINTERRUPTED, SECURE, OR FREE FROM
ERRORS, LOSS, CORRUPTION, ATTACK, VIRUSES, OR HACKING; (lll) ANY
INFORMATION OBTAINED BY YOU AS A RESULT OF THE SERVICE WILL BE ACCURATE
OR RELIABLE; AND (IV) ANY DEFECTS OR ERRORS IN THE SOFTWARE PROVIDED TO
YOU AS PART OF THE SERVICE WILL BE CORRECTED.

YOU AGREE THAT FROM TIME TO TIME APPLE MAY REMOVE THE SERVICE FOR
INDEFINITE PERIODS OF TIME, OR CANCEL THE SERVICE IN ACCORDANCE WITH THE
TERMS OF THIS AGREEMENT. ANY MATERIAL DOWNLOADED OR OTHERWISE
OBTAINED THROUGH THE USE OF THE SERVICE IS ACCESSED AT YOUR OWN
DISCRETION AND RISK, AND YOU WILL BE SOLELY RESPONSIBLE FOR ANY DAMAGE
TO YOUR DEVICE, COMPUTER, OR LOSS OF DATA THAT RESULTS FROM THE
DOWNLOAD OF ANY SUCH MATERIAL. YOU FURTHER ACKNOWLEDGE THAT THE
SERVICE IS NOT INTENDED OR SUITABLE FOR USE IN SITUATIONS OR
ENVIRONMENTS WHERE THE FAILURE OR TIME DELAYS OF, OR ERRORS OR
INACCURACIES IN, THE CONTENT, DATA OR INFORMATION PROVIDED BY THE
SERVICE COULD LEAD TO DEATH, PERSONAL INJURY, OR SEVERE PHYSICAL OR
ENVIRONMENTAL DAMAGE.

10. LIMITATION OF LIABILITY

TO THE EXTENT NOT PROHIBITED BY APPLICABLE LAW, IN NO EVENT SHALL APPLE
BE LIABLE FOR ANY DIRECT, PERSONAL INJURY, INDIRECT, INCIDENTAL, SPECIAL,
CONSEQUENTIAL OR EXEMPLARY DAMAGES, WHATSOEVER, INCLUDING BUT NOT
LIMITED TO, DAMAGES FOR LOSS OF PROFITS, CORRUPTION OR LOSS OF DATA,
LOSS OF GOODWILL, FAILURE TO TRANSMIT OR RECEIVE ANY DATA (INCLUDING
WITHOUT LIMITATION, COURSE INSTRUCTIONS, ASSIGNMENTS AND MATERIALS),
COST OF PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, BUSINESS
INTERRUPTION, ANY OTHER TANGIBLE OR INTANGIBLE DAMAGES OR LOSSES (EVEN
IF APPLE HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES), RELATED TO
OR RESULTING FROM: () THE USE OR INABILITY TO USE THE SERVICE, APPLE
SOFTWARE, ANY FEATURES, FUNCTIONALITY, CONTENT, MATERIALS, OR THIRD
PARTY SOFTWARE OR APPLICATIONS IN CONJUNCTION WITH THE SERVICE; (I) ANY
CHANGES MADE TO THE SERVICE OR ANY TEMPORARY OR PERMANENT CESSATION
OF THE SERVICE OR ANY PART THEREOF; (Ill) THE UNAUTHORIZED ACCESS TO OR
ALTERATION OF THE SERVICE, YOUR TRANSMISSIONS OR DATA; (IV) THE DELETION
OF, CORRUPTION OF, OR FAILURE TO STORE AND/OR SEND OR RECEIVE YOUR
TRANSMISSIONS OR DATA ON OR THROUGH THE SERVICE; (V) STATEMENTS OR
CONDUCT OF ANY THIRD PARTY ON THE SERVICE; OR (VI) ANY OTHER MATTER
RELATING TO THE SERVICE.



11.

MISCELLANEOUS

A. Relationship of the Parties. This Agreement will not be construed as creating any
agency relationship, or a partnership, joint venture, fiduciary duty, or any other form of legal
association between You and Apple, and You will not represent to the contrary, whether
expressly, by implication, appearance or otherwise. Except as otherwise expressly provided in
this Agreement, this Agreement is not for the benefit of any third parties.

B. Waiver; Assignment. No delay or failure to take action under this Agreement will
constitute a waiver unless expressly waived in writing and signed by a duly authorized
representative of Apple, and no single waiver will constitute a continuing or subsequent waiver.
This Agreement may not be assigned by You in whole or in part. Any assignment shall be null
and void.

C. \Verification. To the extent permitted by applicable law, Apple may verify Your use of the
Service (via remote software tools or otherwise) to assess compliance with the terms of this
Agreement. You agree to cooperate with Apple in this verification process and provide
reasonable assistance and access to relevant information. Any such verification shall not
unreasonably interfere with Your normal business operations, and You agree that Apple shall
not be responsible for any cost or expense You incur in cooperating with the verification
process.

D. Export Control. Use of the Service and Software, including transferring, posting, or
uploading data, software or other Content via the Service, may be subject to the export and
import laws of the United States and other countries. You agree to comply with all applicable
export and import laws and regulations. In particular, but without limitation, the Software may
not be exported or re-exported (a) into any U.S. embargoed countries or (b) to anyone on the
U.S. Treasury Department’s list of Specially Designated Nationals or the U.S. Department of
Commerce Denied Person’s List or Entity List. By using the Software or Service, you represent
and warrant that you are not located in any such country or on any such list. You also agree
that you will not use the Software or Service for any purposes prohibited by United States law,
including, without limitation, the development, design, manufacture or production of missiles,
nuclear, chemical or biological weapons. You further agree not to upload to your account any
data or software that is: (a) subject to International Traffic in Arms Regulations; or (b) that
cannot be exported without prior written government authorization, including, but not limited to,
certain types of encryption software and source code, without first obtaining that authorization.
This assurance and commitment shall survive termination of this Agreement.

You represent and warrant that You and any entity or person that directly or indirectly controls
You, or is under common control with You, are not: (a) on any sanctions lists in the countries or
regions where the Service is available, (b) doing business in any of the US embargoed
countries or regions, and (c) a military end user as defined and scoped in 15 C.F.R § 744. As
used in this Section 11(D), “control” means that an entity or person possesses, directly or
indirectly, the power to direct or cause the direction of the management policies of the other
entity, whether through ownership of voting securities, an interest in registered capital, by
contract, or otherwise.

E. Compliance with Laws. Institution shall, and shall ensure that all Institution employees,
contractors and agents shall, comply with all laws, rules and regulations applicable to the use
of the Service, including but not limited to, those enacted to combat bribery and corruption,
including the United States Foreign Corrupt Practices Act, the UK Bribery Act, the principles of
the OECD Convention on Combating Bribery of Foreign Public Officials, and any
corresponding laws of all countries where business will be conducted or services performed
pursuant to this Agreement.



F. Federal Government End Users. The Service, Apple Software, and related
documentation are “Commercial Items”, as that term is defined at 48 C.F.R. §2.101, consisting
of “Commercial Computer Software” and “Commercial Computer Software Documentation”, as
such terms are used in 48 C.F.R. §12.212 or 48 C.F.R. §227.7202, as applicable. Consistent
with 48 C.F.R. §12.212 or 48 C.F.R. §227.7202-1 through 227.7202-4, as applicable, the
Commercial Computer Software and Commercial Computer Software Documentation are
being licensed to U.S. Government end users (a) only as Commercial ltems, and (b) with only
those rights as are granted to all other end users pursuant to the terms and conditions herein.
Unpublished-rights reserved under the copyright laws of the United States.

G. Attorneys’ Fees. To the extent not prohibited by applicable law, if any action or
proceeding, whether regulatory, administrative, at law or in equity is commenced or instituted
to enforce or interpret any of the terms or provisions of this Agreement (excluding any
mediation required under this Agreement), the prevailing party in any such action or
proceeding shall be entitled to recover its reasonable attorneys' fees, expert witness fees,
costs of suit and expenses, in addition to any other relief to which such prevailing party may be
entitled. As used herein, “prevailing party” includes without limitation, a party who dismisses an
action for recovery hereunder in exchange for payment of the sums allegedly due,
performance of covenants allegedly breached, or consideration substantially equal to the relief
sought in the action.

H. Governing Law. If Your Institution is a U.S. public and accredited educational institution,
then this Agreement will be governed and construed in accordance with the laws of the state in
which Your Institution is domiciled, except that body of law concerning conflicts of law. You and
Apple hereby consent to the personal jurisdiction and exclusive venue of the federal courts
within the state in which Your Institution is domiciled.

For all other institutions domiciled in the United States or subject to United States law under
this Agreement, this Agreement will be governed by and construed in accordance with the laws
of the State of California, as applied to agreements entered into and to be performed entirely
within California between California residents. The parties further submit to and waive any
objections to the personal jurisdiction of and venue in any of the following forums: U.S. District
Court for the Northern District of California, California Superior Court for Santa Clara County,
or any other forum in Santa Clara County, for any litigation arising out of this Agreement.

If Your Institution is located outside of the United States, the governing law and forum shall be
the law and courts of the country of domicile of the Apple entity providing the Service to You as
defined in Section 11M.

If You are an international, intergovernmental organization that has been conferred immunity
from the jurisdiction of national courts through Your intergovernmental charter or agreement,
then any controversy or claim arising out of or relating to this Agreement, or the breach thereof,
shall be determined by arbitration under the Rules of Arbitration of the International Chamber
of Commerce (the “ICC Rules”) in effect at the time of applying for arbitration by three
arbitrators appointed in accordance with such rules, and will be conducted according to the
International Bar Association (IBA) Rules on the Taking of Evidence in International Arbitration.
The place of arbitration shall be London, England. The arbitration shall be conducted in
English. Upon Apple’s request, You agree to provide evidence of Your status as an
intergovernmental organization with such privileges and immunities.

This Agreement shall not be governed by the United Nations Convention on Contracts for the
International Sale of Goods, the application of which is expressly excluded.



. Notice. Except as otherwise provided in this Agreement, any notice required or permitted
under the terms of this Agreement or required by law must be in writing and must be:

(a) delivered in person, (b) sent by U.S. Postal Service, or (c) sent by overnight air courier, in
each case properly posted and fully prepaid to: Apple Inc., Apple Developer Legal (Apple
School Manager), One Apple Park Way, 37-21SM, Cupertino, California 95014 U.S.A. Either
party may change its address for notice by notifying the other party in accordance with this
Section. Notices will be considered to have been given at the time of actual delivery in person,
three (3) business days after deposit in the mail as set forth above, or one (1) day after delivery
to an overnight air courier service. You consent to receive notices by email and agree that any
such notices that Apple sends You electronically will satisfy any legal communication
requirements.

J. Force Majeure. Neither party shall be responsible for failure or delay of performance that
is caused by an act of war, hostility, terrorism, civil disobedience, fire, earthquake, act of God,
natural disaster, accident, pandemic, labor unrest, government limitations (including the denial
or cancelation of any export/import or other license), or other event outside the reasonable
control of the obligated party; provided that within five (5) business days of discovery of the
force majeure event, such party provides the other with a written notice. Both parties will use
reasonable efforts to mitigate the effects of a force majeure event. In the event of such force
majeure event, the time for performance or cure will be extended for a period equal to the
duration of the force majeure event, but in no event more than thirty (30) days. This Section
does not excuse either party’s obligation to institute and comply with reasonable disaster
recovery procedures.

K. Complete Understanding; Severability; Changes to the Agreement. This Agreement
constitutes the entire agreement between You and Apple regarding Your use of the Service,
governs Your use of the Service and completely replaces any prior agreements between You
and Apple in relation to the Service. You may also be subject to additional terms and
conditions that may apply when You use affiliate services, third party content, or third party
software. Unless specified otherwise in this Agreement as related to the Service, nothing in this
Agreement supersedes the EULAs for the Apple Software. This Agreement may be modified
only to the extent expressly permitted by this Agreement (for example, by Apple upon notice to
You). In the event that You refuse to accept such changes, Apple will have the right to
terminate this Agreement and Your account. If any part of this Agreement is held invalid or
unenforceable, that portion shall be construed in a manner consistent with applicable law to
reflect, as nearly as possible, the original intentions of the parties, and the remaining portions
shall remain in full force and effect. The failure of Apple to exercise or enforce any right or
provision of this Agreement shall not constitute a waiver of such right or provision. Any
translation of this Agreement is done for local requirements and in the event of a conflict
between the English and any non-English version, the English version of this Agreement shall
govern.

L. Survival of Terms. All terms and provisions of this Agreement, including any and all
addenda and amendments hereto, which by their nature are intended to survive any
termination or expiration of this Agreement, shall so survive.

M. Definitions. In this Agreement, unless expressly stated otherwise:
“Administrator” means an employee or contractor (or Third Party Service Provider) of Institution

who is an authorized representative acting on behalf of Institution for the purposes of account
management, including but not limited to, administering servers, uploading MDM provisioning



settings and adding devices to Institution accounts, creating and managing Managed Apple
IDs, and other tasks relevant to administering the Service, in compliance with the terms of this
Agreement.

“Apple” as used herein means*:

« Apple Canada Inc., located at 120 Bremner Blvd., Suite 1600, Toronto ON M5J 0A8,
Canada for users in Canada or its territories and possessions;

+ iTunes K.K., located at Roppongi Hills, 6-10-1 Roppongi, Minato-ku, Tokyo 106-6140,
Tokyo for users in Japan;

« Apple Pty Limited, located at Level 2, 20 Martin Place, Sydney NSW 2000, Australia, for
users in Australia, New Zealand, including island possessions, territories, and affiliated
jurisdictions;

«  Apple Distribution International Ltd., located at Hollyhill Industrial Estate, Hollyhill, Cork,
Republic of Ireland, for users in the European Economic Area and Switzerland; and

+ Apple Inc., located at One Apple Park Way, Cupertino, California, 95014, United States,
for all other users.

+ Apple Services LATAM LLC, located at 1 Alhambra Plaza, Ste. 700 Coral Gables,
Florida 33134, U.S.A,, for Institutions in Mexico, Central America, South America, or any
Caribbean country or territory (excluding Puerto Rico).

“Apple Personnel” means Apple’s employees, agents and/or contractors.

“Apple Services” means the App Store, Apple Books, Apple Online Store, AppleCare, Apple
Teacher Learning Center and other Apple Services as available to Your End Users under this
Agreement.

“Apple Software” means iOS, macOS, Schoolwork, and tvOS, and any successor versions
thereof.

“Apple Service Provider” and “Service Provider” means a third party that performs certain tasks
on Apple’s behalf, such as processing or storing data and providing customer service, in
connection with Apple’s provision of the Service.

“Authorized Devices” means Apple-branded hardware that are owned or controlled by You (or
which Your End Users personally own (e.g., BYOD devices)), that have been designated for
use only by End Users and that meet the applicable technical specifications and requirements
for use in the Service. Notwithstanding the foregoing, BYOD devices are not permitted to be
enrolled in supervised device management by You as part of the Service and may not be
added to Your account.

"Content" means any information that may be generated or encountered through use of the
Service, such as data files, device characteristics, written text, software, music, graphics,
photographs, images, sounds, videos, messages and any other like materials including
Personal Data.

“End User(s)” means those Institution employees, teachers, staff, contractors (or Third Party
Service Providers), Administrators, and/or students, as applicable, authorized by or on behalf
of Institution to use the Service in accordance with this Agreement.



“End User License Agreement” or “EULA” means the software license agreement terms and
conditions for the Apple Software.

“GDPR” means Regulation (EU) 2016/679 of the European Parliament and of the Council of 27
April 2016 on the protection of natural persons with regard to the processing of personal data
and on the free movement of such data, and repealing directive 95/46/EC.

“ISO 27001 Certification” means an ISO/IEC 27001:2013 certification or a comparable
certification that covers the Services.

“ISO 27018 Certification” means an ISO/IEC 27018:2014 certification or a comparable
certification that covers the Services.

“MDM Enroliment Settings” means settings for an Apple-branded product that can be
configured and managed as part of the Service, including, but not limited to, the initial
enrollment flow for a device, and settings to supervise a device, make configuration
mandatory, or lock an MDM profile.

“MDM Server(s)” means computers owned or controlled by You (or a Third Party Service
Provider acting on Your behalf) that have been designated to communicate with the Service.

“Personal Data” means data that can be reasonably used to identify an individual that is under
the control of the Institution under this Agreement. Personal Data may relate to students,
teachers, Administrators, employees, and contractors of Your Institution, such as information
associated with a Managed Apple ID. Personal Data does not include information that has
been aggregated, anonymized, or de-identified in a manner that such data can no longer be
reasonably linked to or associated with an individual.

“Server Token” means the combination of Your public key, Managed Apple ID and a token
provided by Apple that permits Your MDM Server(s) to be registered with the Service.

“Service” means the Apple School Manager service (and any components, functionality and
features thereof) for an Institution’s management of Authorized Devices, Content, Managed
Apple IDs and iCloud storage connected to such Managed Apple IDs, and authorized End
Users’ access and use through the Web Portal and other Apple websites and services, such
as iCloud, as made available by Apple to Institution pursuant to this Agreement.

“Third Party Content” means all data files, device characteristics, written text, software, music,
graphics, photographs, images, sounds, videos, messages and any other like materials, in any
format, that are obtained or derived from third party sources other than Apple and made
available to You through, within, or in conjunction with Your use of the Service.

“Third Party Service Provider” means a third party who provides a service to You in
accordance with the terms of this Agreement.

“You”, “Your” and “Institution” means the institution entering into this Agreement. For
avoidance of doubt, the Institution is responsible for compliance with this Agreement by its
employees, contractors, Third Party Service Providers, and agents who are authorized to
exercise rights under this Agreement on its behalf.



“Your Content” means all data files, device characteristics, written text, software, music,
graphics, photographs, images, sounds, videos, messages and any other like materials,
(including Personal Data as defined above), in any format, provided by You or on behalf of
Your End Users, which Content resides in, or runs on or through, the Service.

“Web Portal” means the web-based platform provided by Apple that allows You to manage the
Service.
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EXHIBIT A
Privacy Notice for Student Personal Data

Your Students’ Managed Apple ID
With the Managed Apple ID You create, students will be able to take advantage of the Apple
features and services You choose to make available for educational purposes. For example,
students can use their Managed Apple IDs to:
* Make and receive FaceTime video and voice calls
+ Create and share photos, documents, videos, audio messages, and text messages using
Camera, Photos, iCloud Photo Sharing, Messages, Mail, iWork and other Apple apps
+ Interact with the Classroom App, which allows teachers and Administrators to guide students
through lessons and view their device screens
+ Save contacts, calendar events, notes, reminders, photos, documents and backups to iCloud
+ Access and search the internet and internet resources through Safari and Spotlight
« Record their and share their progress on ClassKit enabled apps if the Student Progress
feature is enabled in Apple School Manager
+ Use Schoolwork to view class assignments, navigate to assigned app activities, collaborate
with teachers and other students, and submit your work

Apple will not knowingly collect, use, or disclose any Personal Data from Your students without
appropriate consent. You acknowledge that You are responsible for obtaining consent from, and
providing sufficient notice to, students and/or parents, where required under applicable law, to create
Managed Apple IDs, to allow Apple to provide the Service using the Managed Apple IDs, and to
collect, use, and disclose student Personal Data provided by You or Your End Users to Apple
through the Service, including any additional features and services You make available to Your
students.

Apple may take additional steps to verify that the person granting permission for the creation of
Managed Apple IDs for Your students is an Administrator from Your Institution with authority to
provide consent on Your behalf.

Collection of Information

Managed Apple ID Creation:

Apple may receive the following Personal Data if provided by You or on Your behalf to create a
Managed Apple ID for Your students: student name, Institution, enrolled classes, role, and student
ID. At Your option, You may also provide Your student’s grade level and email address. In order to
protect the security of Your students’ accounts and preserve Your ability to easily reset students’
passwords online, You should keep this information confidential.

Use of Apple Services with a Managed Apple ID:

Apple may collect Personal Data associated with Your students’ use of the Apple features and
services You choose to make available for educational purposes, including the information described
above. For example, if You choose to use Schoolwork, Apple may collect Personal Data from
students that is related to activities their teachers assign through Schoolwork, such as when Your
students mark an activity as complete and their feedback on assigned activities. If You enable the
Student Progress feature in Apple School Manager, Apple will receive data about Your students’
progress on assigned activities from participating apps, such as reading a chapter in a book,
completing a set of math equations or taking a quiz.



In addition, Apple may collect diagnostic and technical data on Your students’ use of the Service
including, for example, IP address, information about Your students’ devices, browsers, system and
application software, and peripherals.

Use of Information

Apple may use students’ Personal Data provided to Apple by You or Your End Users in connection
with the Service in order to provide and improve the Service for educational purposes and to comply
with applicable law.

Apple will not use students’ Personal Data to help create, develop, operate, deliver or improve
advertising. Personalized Ads will be disabled by default for all devices associated with Your
Managed Apple IDs created through the Service to ensure Your students do not receive targeted
advertising. However, non-targeted advertising may still be received on those devices, as
determined by any third party apps that You may download.

Apple may use non-personally identifiable diagnostic, technical, usage and related information,
including but not limited to, identifiers, information about Authorized Devices, system and application
software, and peripherals, and cookies in order to provide and improve the Service; to facilitate the
provision of software updates, product support and other features related to the Service; for security
and account management purposes; and to verify compliance with the terms of this Agreement. For
example, Apple may use non-personally identifiable data on Your students use of Schoolwork (which
is not associated with a Managed Apple ID) to provide and improve the app.

Disclosure to Third Parties

Managed Apple IDs

Subject to the restrictions You set, Your students may also share information with Your other
students and teachers through use of the Apple services and features that you choose to make
available, including the services and features described above.

Additionally, if Your student uses his or her Managed Apple ID to sign in on a device that is owned
by a third party (such as a friend or a parent’s iPad), information associated with that student’s
Managed Apple ID account may be visible or accessible to others using the device unless and until
the student signs out.

If You choose to access, use, download, install, or enable third party products or services that
operate with the Service but are not a part of the Service, then the Service may allow such products
or services to access Personal Data as required for the use of those additional services. Certain of
those third party products or services may also provide access to Personal Data to Apple, such as if
You allow Your students to sign into the Service through federated identity providers. You are not
required to use such additional products or services in relation to the Service, and Your
Administrator may restrict the use of such additional products or services in accordance with this
Agreement. Prior to accessing, using, downloading, installing, or enabling third party products or
services for use with a Managed Apple ID, You should review the terms, policies and practices of the
third party products and services to understand what data they may collect from Your student, how
the data may be used, shared and stored, and, if applicable, whether such practices are consistent
with any consents You have obtained.



Apple Service Providers

Apple may provide Personal Data to Apple Service Providers who perform certain tasks on Apple’s
behalf, such as processing or storing data and providing customer service, in connection with
Apple’s provision of the Service. You authorize the use of Apple Inc. as a Service Provider and any
other Service Providers Apple may use, provided such Service Providers are bound by contract to
treat such data in no less a protective way than Apple has undertaken to treat such data under this
Agreement, and will not use such data for any purpose beyond that specified herein. A list of such
Service Providers will be available upon request. Where an Apple Service Provider fails to fulfill its
data protection obligations under this Agreement, Apple shall remain fully liable to You for the
performance of that Apple Service Provider’s obligations as required under applicable law.

Others

Apple may also disclose Personal Data about You or Your students if Apple determines that
disclosure is reasonably necessary to enforce Apple’s terms and conditions or protect Apple’s
operations or users. Additionally, in the event of a reorganization, merger, or sale Apple may transfer
any and all Personal Data You provide to the relevant party.

Access, Correction, and Deletion

Apple provides You with the ability to access, correct, or delete data associated with Your students’
Managed Apple IDs. You can delete data associated with Your Managed Apple IDs through the Web
Portal. If you have questions, you can contact us at https://www.apple.com/legal/privacy/contact/.

Parent/Guardian Review and Deletion of Information

The parents or guardians of student End Users with a Managed Apple ID in Primary/Secondary (K-
12) schools can contact the Administrator to access their child’s Personal Data or request deletion. If
a parent or guardian wishes to stop any further collection of their child’s Personal Data, the parent or
guardian can request that the Administrator use the Service controls available to limit their child’s
access to certain features, or delete the child’s account entirely.

Apple’s Privacy Policy is available at https://www.apple.com/legal/privacy/ and, to the extent
consistent with this Notice and Section 3 of this Agreement, is incorporated herein by reference. If
there is a conflict between Apple’s Privacy Policy and this Notice and Section 3 of this
Agreement, the terms of this Notice and Section 3 of this Agreement shall take precedence as
relevant to the Service available via a Managed Apple ID.

PLEASE NOTE: THIS NOTICE DOES NOT APPLY TO THE DATA COLLECTION PRACTICES OF
ANY THIRD PARTY APPS. PRIOR TO PURCHASE OR DOWNLOAD OF THIRD PARTY APPS
AVAILABLE TO A STUDENT WITH A MANAGED APPLE ID, YOU SHOULD REVIEW THE
TERMS, POLICIES, AND PRACTICES OF SUCH THIRD PARTY APPS.
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